LCRS 6. Overall risk summary Sevenoaks Town Council
Assessment year: 2026

No of
p No of Number uncontrolled Youraction
Area/ Function Duty Responsibility risks  scored Risks plan rank
Allotments Duty to provide allotments. AOS eSS 21 &l 0
Power to improve and adapt land for allotments, and to let graz
Bus Shelters Power to provide and maintain shelters ©SRManage 6 6 0
Cafes Powers to provide Cafs/Manager/ 8 8 0
Car Parks Powers to provide SRR 14 12 0
Cemeteries/Churchyards Power to provide OSL manager 21 A 0
Power to acquire and maintain
Clocks Power to provide public clocks OSBimSedss 5 : 0
Code of Conduct Duty to adopt a code of conduct SIS 2 2 0
Commons and Common Past Powers in relation to enclosure, as to regulation and manageme ©St-manager i 16 0
ures nt, and as to providing common pasture
Community Centres Power to provide and equip buildings for use of clubs having at & 16 i3 0
hletic, social or educational objectives.
Computing Power to facilitate discharge of any function Gtk 4 4 0
Council Meetings Power to meet Clerk 4 4 0
Council Property and Docume Duty to disclose documents and to adopt publication scheme ~ Responsivle Fin 4 . 0
nts
Crime Prevention - CCTV Powers to spend money on crime detection and prevention mea ©° 10 10 0
sures.
Data Protection Duty of Notification and Duty to Disclose (subject access) Sl 1 1 0
Drainage Power to deal with ponds and ditches OSL manager 7 7 0
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LCRS 6. Overall risk summary Sevenoaks Town Council

Assessment year: 2026

No of
1 No of  Number uncontrolled Your action

afcayRanciion Duty Responsibility risks scored Risks plan rank
Employment of Staff Duty to Appoint Clerk 8 8 5
Entertainment and the arts Provision of entertainment and support of the arts figdliies]fandg 14 12 0
Financial Management Duty to ensure responsibility for financial affairs RS el S 15 15 1
GDPR Duty to comply with the regulations. Clerk 23 23 0
Gifts Power to accept gifts Clerk 1 1 0
Investments Power to participate in schemes of collective investment RSt 4 3 0
Land Power to acquire by agreement, to appropriate, to dispose of la et 13 13 0

nd
Litter Power to provide receptacles. Power to take enforcement actio  ©OSt manager 7 5 0

n against those that litter.
Markets Power to establish or acquire by agreement markets within their Markets/OSLCI 16 16 ChE

area and provide a market place and market buildings.
Meeting of the Council Duty to meet Clerk 4 4 0
Newsletters Power to provide information relating to matters affecting local g ¢ 7 7 0

overnment
Open spaces Power to acquire land and maintain OSL manager 13 13 0
Planning & Development Cont Rights of consultation Planning Clerk 1 1 0
rol
Play Areas Power to provide OSL manager 4 4 0
Provision of Office Accommo Power to provide Clerk 6 6 0

dation
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LCRS 6. Overall risk summary

Sevenoaks Town Council

Assessment year: 2026

i No of  Number uncg:t;)oflled Your action
drea/Function Duty Responsibility  risks  scored  Risks plan rank
Provision of Website/Internet Power to provide 'free resource’ Clerk 2 2 0
Access
Public buildings and Village h Power to provide buildings for offices and for public meetings an Clerk 16 16 0
all d assemblies
Public Conveniences Power to provide OSL manager 10 10 0
Shelters & Seats Power to provide Clerk 6 6 0
Skatepark Power to provide Responsible Fin 5 5 0
Street/Footway Lighting Power to light roads and public places Deputy Clerk 8 8 o [ ]
Town and Country Planning Right to be notified of planning applications Planning Clerk 3 3 0
Village Signs Power to erect (with Highway Authority approval) = Siiayagen 3 3 0
War memorials Power to maintain, repair, protect and alter war memorials REL I 3 3 0
Web Sites Power for councils to have their own websites Clerk 19 19 0
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LCRS 6. Overall risk summary

Sevenoaks Town Council

Assessment year: 2026

No of
= No of  Number uncontrolled Your action
Area / Function Duty Responsibility risks scored Risks plan rank
Overall totals/s
. 351 344 1
Completed by:

Date:

Position:

How to complete:
1. Review each area and the number of uncontrolled risks.

2. Decide which area is at most risk and should be actioned firstly mark this as number one.
3. Repeat on all areas until all uncontrolled areas are allocated.

LCRS (Local Council Risk System)

cores
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LCRS Step 3 - Risk report for Allotrents

Your Duty =
Act= Small Holdings & Allotments Act 1908 s 23, 26 and 42, Allotments Act 1950 s 9 "~ Scoring note:
| Low=1
Risk / Medium = 2
ID Hazard /Requirement Control and High = 3
Administration/Legal
Absence of a completed agreement with every allotment holder.
310 To have a completed agreement on file for every allot  Tenancy agreement is completed and signed by all parties prior to occupation.

ment holder. Allotment register maintained.
Tenancy Agreements and the rules are reviewed annually to ensure adequacy
of conditions.

There is a lease to SAHA for the Trading Hut - Leases are reviewed annually u
nder the financial risk section.

Sevenoaks Town Council

Assessment year: 2026

Review Likelihood  Impact Your

timing & of on action

Responsibility occurrence Council ~ Score required
Annually Low Low 1

Responsility: Allotments Administrator o

iComments: The allotment ei;?ée_fﬂeﬁ is on the Rialtas s
joftware and should be forwarded automatically on alloca
ition.

Administration/Legal
Maintenance of Allotment Register.

309 To maintain an up to date register of allotment holder Open Spaces team has designated responsibility to maintain a proper register
S. ensuring all amendments are promptly recorded.
Define responsibility of allotment society where appropriate.
Allotments Association is kept up to date with changes if relevant.

Annually fow Low 1

ﬁa_spoﬁsﬁy? Allotments Administrator ] '

Action by: Admlnléfr;tdr
|Action by date: 25/06/2021

i)—\?:tibn plan:

Comments: To maintain an up to date }eéi_ster of allotme
nt holders on the Rialtas allotment system.

LCRS (Local Council Risk System) Ver: FM. 15 012019 © Copyright DMH Solutions Year 2019. All rights reserved.
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Administration/Legal
Poor Grass Cutting.

50 To maintain required standards at allotment sites.

Annually Low Low 1

Responsility: Allotments Administrator

Regular review/control of staff & equipment including training where necessary.

Regular review of grass cutting with STC staff and volunteers.
Arrange periodical site inspection.
Enforce conditions of contract.

Administration/Legal
Provision of adequate insurance cover.

Annually Low Medium 2

l'Responsility: Responsible Finance Officer

312 To ensure that the council is fully protected against m  Carry out an annual review of insurance cover to ensure that all appropriate ris

andatory and other risks.

ks are fully protected.
Carry out annual inspection of insurance held by third parties where held

LCRS (Local Council Risk System) Ver: FM.15_012019
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Environmental Annually Low Low 1
Accumulation of rubbish. lRés_poTsility:' OTSLFanager R a n
301 To maintain acceptable standards for site. Responsibility for site maintenance is clearly defined.

All allotment sites are regularly inspected by the relevant Allotments Associatio

n and the Allotment Officer and Open Spaces Manager. Tenants are also enco

uraged to report any issues as they arise.

The terms and conditions of tenancy agreements are enforced. Allotments Ass

ociation and Council should liaise and act quickly to resolve any issues that ma

y arise.

Quarterly Low Low 1

Environmental
Build up of non-compostable rubbish

53 To maintain high standard of cleanliness and minimiz
e risk.

;Responsiliiy: OSL manage? -

The terms and conditions of the tenancy agreements are enforced.

There is good liaison with the any Alloiments Association and the Council in or

der to address any issues as they arise.

Ensure that the conditions regarding the removal of waste are contained within
the tenancy agreement.

Make arrangements for removal if the enforcement process proves to be unsuc
cessful.

Consider provision of skip facility.

LCRS (Local Council Risk System) Ver: FM.15_012019
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Environmental Quarterly Low High 3
Dumping/Hazardous substances Responsility: OSL manager
302 To maintain acceptable standards and minimize dang  Site responsibilities are clearly defined.
er arising from hazard.. The terms and conditions of allotment tenancy agreements are enforced.
All allotment sites are inspected on a regular basis by the Allotments Associatio
n and an Officer (minimum quarterly).
The Council and any Allotments Association should liaise and address any issu
es as they arise.
The Council will liaise with police and/or other authorities where necessary.
As and when Low 1

Environmental
Loss / Damage to water supply.

49 To maintain adequate water supply and minimise loss
/damage arising there from.

Define responsibility for maintenance of water supply.

Define responsibility for maintenance of water supply.

Ensure regular site inspections include checks on water supply to confirm adeq
uacy of supply and that there is no wastage.

Ensure that system is in place to report and rectify all faults.

Maintain such arrangements as necessary with local contractor.

Low

LCRS (Local Council Risk System) Ver: FM.15_012019
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Environmental Quarterly Low Low 1

Untidy Plots. iResponsility: Allotments Administrator ‘
52 To ensure that site is maintained to the required/acce Define responsibility.
ptable standard. Ensure site visits are carried out the by Allotment Officer or the defined person/
agent.
Ensure that the rules, terms and conditions of tenancy agreements are enforce
d.
Allotment tenants are notified of any identified issues on their plots as they aris
e and given appropriate time to rectify issues. Notices are served as and when
required.
Environmental Quarterly Low Low 1
Vandalism of sites. Responsility: Allotments Administrator
48 To minimise the risk of loss/damagefinjury arising fro  Regular monitoring of sites with, where appropriate, the assistance of allotment
m vandalism. society or relevant body.

Consider physical improvements to sites.
There is liaison with local policing teams in the areas affected when necessary.

LCRS (Local Council Risk System) Ver: FM.15_012019 © Copyright DMH Solutions Year 2019. All rights reserved. Sheet 5 02 Jul 2026



Environmental As and when Low Low 1
Vandalism. Responsility: OSL manager o - N
303 To minimise the risk of loss/damagef/injury arising fro  Carry out periodical site inspection.

m vandalism. Security is reviewed regularly and local police are consulted as and when requi
red.
Maintain liaison with law enforcement agencies.
The Council should instigate legal action against perpetrators where appropriat
e.
Liaison should take place with the local allotment society.
Emails are sent to all allotment holders if anti social behaviour has taken place.

Environmental Annually Low Medium 2
Vermin. iRespEwsih'_ty' OSL manager -
304 To control and minimise impact. Define responsibility for standards of hygiene/cleanlingss etc. of site.
Rules, terms and conditions of tenancy agreements are enforced.
All allotment sites are inspected on a regular basis.
Appropriate action to deal with any identified problems is taken.
There is liaison between the Council and the Allotments Association/s to identif
y and address issues early.
Instigate appropriate action to deal with any identified problems.
LCRS (Local Council Risk System) Ver: FM.15_012019 © Copyright DMH Solutions Year 2018, All rights reserved. Sheet 6 02 Jul 2026



Financial
Failure to collect rents & charges.

308 To ensure that all income due to the council is proper!
y collected and banked.

Quarterly Low Medium

%Responsﬁty: Allotments Administrator

Define responsibility for collection of income due.

Proper records of income received and banked are maintained. Periodical reco
nciliation to allotment software package should be carried out and a financial re
port presented to council.

Terms and conditions of allotment tenancy agreements are enforced.
Allotment Register on Rialtas is accurately maintained.

That the RFO follows procedures for outstanding debts.

Financial Annually Low Low 1
Failure to review rents & charges. Responsility: Responsible Finance Officer WM]
ot - 1
306 To ensure that rent income is subject to regular revie  Review allotment rents and charges annually as an integral part of the annual
w. budget process.
02 Jul 2026
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Physical Quarterly Low Low 1
Legionella iResponsiIity: OSL manggér'
1132 To control Legionella Bacteria in the water systems Only dipping tanks at allotments - récycled water. The toilet and sink are the re
sponsibility of the tenant - SAHA.
Physical Annually Low Low 1
Maintenance of Council owned equipment. 'R?esbansf/ity' OSL manager 5 =
L N N -
298 To ensure that all Council owned equipment is proper Ensure that equipment is properly maintained through regular inspection/servic
ly maintained. ing.
Ensure that proper maintenance records are complete and up to date.
Ensure that responsibility is defined and any training requirement is complete.
LCRS (Local Council Risk System) Ver: FM.15_012019 © Copyright DMH Solutions Year 2019. Alf rights reserved, Sheet 8 02 Jul 2026



Physical
Personal injury.

Annually Low Low

{kea_sponsilify.'ae;k

300 To minimise risk. Ensure that any conditions that might lead to personal injury are minimised and
properly controlled.
Ensure that all parties are aware of the relevant Health and Safety legislation.
Carry out periodical examination of allotment environment.
Physical As and when Low Low 1

Public Injury as a result of contractor.

51 To minimise risk to allotment holders and others whe
n contractor on site.

Ensure that contract requires provision of appropriate insurance cover.
inspect contractors insurance documentation to confirm compliance.

Any Contractors instructed by the Council must have completed a risk assess
ment and work method statement as a minimum requirement.

gR”e-s;c;n—giii—ty: Clerk

LCRS (Local Council Risk System) Ver. FM.15_012019

© Copyright DMH Solutions Year 2019. All rights reserved.
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Low

Physical Annually Low
Security. Responsility: OSL manager
299 To ensure security of site and equipment. Ensure that responsibility of allotment holders is clearly defined in tenancy agr
eement.

Ensure that proper facilities are in place to safeguard council assets.

Physical Quarterly Low Medium 2
Uncontrolled equipment. Inappropriate use & potential injuries & claims, eg if SAHA play equipment is installed on plots -Responsility:Alldtment_sAdministr_ator |
297 To ensure that all equipment is properly secured and  Terms and conditions of tenancy agreement are enforced.
controlled and that safety of users is not compromise  All allotment sites are inspected regularly.
d. Allotment tenants are encouraged to report any issues.
Council maintains liaison with Allotments Association.
02 Jul 2026

LCRS (Local Council Risk System) Ver: FM.15_012019 © Copyright DMH Solutions Year 2019. Al rights reserved. Sheet 10



Physical Monthly Low Low 1

Unoccupied Plots. ) Responsility: Allotments Administrator

47 To control and minimise empty allotments. An allotment waiting list is maintained.
The Allotments Association and the Council liaise to ensure any empty sites ar
e adequately maintained.
Council advertises on notice boards, Town Crier and social media when neede
d.

No of Risks 21 No of risks 21 No of Action

Completed by: Date: Position: jells- 1 il

LCRS (Local Council Risk System) Ver: FM.15_012019 © Copyright DMH Solutions Year 2019. All rights reserved. Sheet 11 02 Jul 2026



LCRS Step 3 - Risk report for Bus Shelters Sevenoaks Town Council

Your Duty = Power to provide and maintain shelters Assessment year: 2026

Act= Local Government (Miscellaneous Provisions) Act 1953 s.4 [~ Scoring note:

Low=1

w=1 Review Likelihood  Impact Your
Risk / Medium = 2 timing & of on action
ID  Hazard /Requirement Control and High = 3 Responsibility occurrence Council  Score required
Administration/Legal Annually N/A N/A 0
Absence of Highway Authority Licence. i)?espdnsility: I
268 To ensure that the authority has all necessary licence Not Applicable
s.
Administration/Legal Annually Low Low 1
Provision of adequate insurance cover. =Respohsi7ity: Respbnsible_FiFance Officer
267 To ensure that the Council has adequate insurance ¢ Ensure that all insurance cover is reviewed annually.
over. Ensure that appropriate action is taken to provide cover for any new risks arisin
g in the year.
LCRS (Local Council Risk System) Sheet 12 02 Jul 2026



Environmental | Weekly Low Low 1
Cleaning of Bus Shelters. ;;Responsility: OSL manager -

264 To maintain high standards of health, safety and clea  Define responsibility and standards for regular cleaning- Town Wardens.

Carry out periodic physical inspection and take action where appropriate to ens
ure that set standards are maintained.

Graffiti removed by STC staff as and when required.

nliness.

Environmental As and when Low Low 1
Design & Position. Responsility: OSL manager e

263 To maintain high standards and reputation of the Cou Ensure that design of all shelters is in keeping with architectural values of the
ncit. Council.
Ensure that shelters are properly sited.

LCRS (Local Council Risk System) Sheet 13 02 Jul 2026



Environmental Weekly

Low Low 1
Vandalism. =

E‘esponsility: OSL Ménége_r_
265 To minimise the risk of loss/damage/injury arising fro  Arrange regular monitoring of sites.
m vandalism. Liaise with SDC - Community Safety Unit,

Instigate appropriate action against offenders.

Physical
Maintenance of Bus Shelters.

Quarterly Low Low 1

iﬁ?ésa)n\si?ty: OSL m_aﬁager
262 To ensure that Bus Shelters are maintained to the ap  Ensure that property is entered on a schedule for periodical maintenance.
propriate standards. Maintain proper records of work carried out.

Carry out periodical physical inspection.

Completed by: Date: Position: No of Risks 6 No of risks ¢ No of Action
. . scored.: Plans:
LCRS (Local Council Risk System) Sheet 14 02 Jul 2026



LCRS Step 3 - Risk report for Cafes

Your Duty = Powers to provide

Act=

Risk /
D Hazard

Administration/Legal
Absence of Licences.

/ Requirement Control

Scoring note:

Low=1
Medium = 2
and High = 3

211 To meet all statutory requirements and maintain effect Determine responsibility for obtaining licences.

ive administration.

NB Licence to Occupy for Bat & Ball Cafe will need to be reviewed. This is und

Maintain adequate records of licence application, renewal etc.

er financial management.

IResponsility: Clerk N
e

Sevenoaks Town Council

Assessment year: 2026

Review Likelihood  Impact
timing & of on
Responsibility occurrence  Council

Annually Low Low

Your
action

Score required

1

Administration/Legal Annually Low Medium 2
Heaith & Safety. %Respon-s7h-7ty.' Cafe manager __
208 To maintain a high standard of Health & Safety and m Ensure Health/Safety testing complete.
eet all statutory requirements. Ensure first aid kit is on site and fully stocked.
Sheet 15 02 Jul 2026
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Financial
Failure to collect income.

207 To maintain effective financial administration/control.

Define responsibility for collection of income.

Ensure that all income received to the Council is properly accounted for at the
end of each shitft.

Make provision for prompt banking.

Investigate any errors/ train staff for any persisting errors.

NB Bat and Ball Station Cafe is now only rental income.

Annually Low Medium

Responsility: Cate Manager/ RFO

2

Financial
Stock Control.

215 To maintain effective financial administration/control.

Define responsibility for stock control.

Consider appointment of professional stock taker where appropriate.
Arrange for regular stock checks.

Maintain proper records.

Reconcile stocks to sales etc records.

Investigate significant differences.

Arrange internal audit testing.

As and when Low

-Respgns_ility: Cafe manager

Low

LCRS (Local Council Risk System) Ver: FM.15_012019

© Copyright DMH Solutions Year 2019. All rights reserved.
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Financial As and when Low Medium 2
Till Control. ;}?<a_sch73ility.' Cafe manager il
216 To maintain effective financial administration/control.  Appoint cafe supervisor.
Issue detailed instructions to cafe staff.
Complete cashing up records daily
Reconcile cash to till record and investigate differences.
Arrange alternative procedures for loss of till function.
Carry out spot checks.
Physical As and when Low High 3
Fire Safety. i'Resﬁohsili_ty: Clerk "I
209 To minimise risk of fire. Ensure Health/Safety testing complete.
Ensure appropriate staff training
Provide for strict security/control of combustible materials.
Provide appropriate extinguishers etc.
Ensure appropriate signage in place.
Ensure appropriate regulations/controls
LCRS (Local Council Risk System) Ver: FM.15_012019 © Copyright DMH Solutions Year 2019. All rights reserved. Sheet 17 02 Jul 2026



Physical

As and when Low Medium 2
Security. Responsility: Cafe manager
210 To ensure that effective security arrangements are in  Define policy for security of staff, premises and equipment.
place. Allocate responsibility for security/control.
Professional Annually Low Medium 2
Staff Training. Responsility: Cafe manager - e
212 To provide adequate staff training. Arrange training programme for all casual staff.
Issue detailed instructions.
Maintain training records.
: iti 1 No of risks 8 No of Action
Completed by: : . No of Risks 8
P \ Date Position: scored: Plans:
LCRS (Local Council Risk System) Ver: FM.15_012019 © Copyright DMH Solutions Year 2019. All rights reserved. Sheet 18 02 Jul 2026



LCRS Step 3 - Risk report for Car Parks Sevenoaks Town Council

Your Duty = Powers to provide Assessment year: 2026
Act= s 8LGA 1894; Open Spaces Act 1906; s 19LG (Misc Provns) Act 1976 ™ Scoring note:
Lonfv =1 Review Likelihood  Impact Your
Risk/ Med’ulm =2 timing & of on action
ID Hazard /Requirement Control and High = 3 Responsibility occurrence Counci] Score required
Administration/Legal Annually Low Low 1

Responsility: Markets/ OSL Clerk
[ B 3

=

182 Administer permits on an annual basis and making sure all recipient meet STC
criteria for Raleys Car Park.

Environmental Monthly Low Medium 2
Cleaning and litter control. - .

Responsility: OSL manager

174 To maintain desired standard of cleanliness and mini  Define standards required.
mise health risk. Provide litter bins as deemed appropriate
Define responsibility for cleaning and ensure any training complete.
Ensure any hazardous litter properly dealt with.
Provide for regular physical site inspections to ensure standard is maintained.
Provide relevant PPE to employees.

LCRS (Local Council Risk System) Sheet 19 02 Jul 2026



Environmental

Fly tipping.
1756 To minimise the impact of fly tipping and associated h  Arrange regular site inspections.
ealth/safety risk. Arrange for safe disposal facility.

Ensure any hazardous substances are properly dealt with.

Maintain liaison with local enforcement agencies.
Enforce regulations/bye-laws as appropriate.
Provide relevant PPE and training to employees

Annually

Low

Medium

;Rééponsility.' OSL manager

2

Environmental

Quarterly
Noise/light/emissions pollution. 'Responsi/ity: T T ——— o
176 To minimise the effect of noise poliution, etc, etc. Not applicable
LCRS (Local Council Risk System) Sheet 20 02 Jul 2026



Annually Low Low 1

Financial
Failure to review charges. [ iResponsility: Responsible Finance Officer e
| — —
177 To ensure regular review of charges. Ensure annual review of all charges as an integral part of the budget process.
STC only has one paid for car park - Raleys. covered by permits
Financial Annually Low Medium 2
Inadequate budgetary provision. ‘Responsility: Respohéib/e Finance Officer
| _ - e
180 To ensure that adequate funding is available to meet  Ensure that service review is included in budgetary process.
service requirement. Inadequate budgetary provision could cause an increase in health & safety clai
ms.
Sheet 21 02 Jul 2026
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Financial

Annually Low Low
Inadequate insurance cover.

'Responsility: Responsible Finance Officer

181 To minimise risk. Carry out annual review of insurance cover and ensure that all risks have been
taken into account.

Financial

Annually Low Low
Loss of income.

Responsility: Responsible Finance Officer

178 To minimise risk of loss of income. Define responsibility for collection of income for permits.

Maintain proper records of permits sold etc and reconcile to cash collected on
a regular basis.

LCRS (Local Council Risk System) Sheet 22
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Physical Quarterly N/A N/A 0
" %/'?e—sﬁon_sﬁii}?- RS T s
73
Physical Annually Low Low 1
Maintenance of Car Park Surfaces. iResponsility: OSL manager =«
169 To ensure that car park surfaces are maintained toth  Define responsibility for and carry out periodic physical inspection, maintain rec
e desired standard. ords.
Make arrangements for any required work to be carried out.
Sheet 23 02 Jul 2026
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Physical

Quarterly
Maintenance of equipment. lRespcm?lity: o
171 To ensure proper operation of facility. Not Applicable
Physical Annually Low Low 1
Personal injury.

168
lity.

To minimise risk of injury to persons using council faci Arrange regular physical inspection of car parks and maintain records.

Ensure that appropriate insurance cover is held and reviewed annually.

Ensure that all staff have appropriate training and adhere to approved working
practices.

Ensure that the correct practices are in place.

'Respzns_ilit};: OSL ) n:lema_ger

LCRS (Local Council Risk System)
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Physical B Quarterly Low Low 1

Security. IResponsility: OSL manager

e v ey
4

170 To maintain a high standard of security. Define responsibility for and prepare statement of standards required.
Consider alternatives for achieving desired standard.
Maintain liaison with local enforcement agencies.
Ensure that all disclaimer notices etc. are in place.

Physical Monthly Low Low 1

VoL Responsility: OSL manager T

172 To minimise the risk of loss/damage/injury arising fro  Arrange regular monitoring of sites.

m vandalism. Maintain liaison with local enforcement agencies.
To minimise the impact on service provision. Instigate appropriate action against offenders.
s e q No of risks 12 No of Action
Completed by: ; . No of Risks 14
p y Date: Position: S Plans:
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LCRS Step 3 - Risk report for Cemeteries/Churchyards

Sevenoaks Town Council

Your Duty = Power to provide Assessment year: 2026
Power to acquire and maintain -
Scoring note:
Act= Local Government Act 1972, s 214(2) Cormg_no ©
Parish Councils and Burial Authorities (Miscellaneous Provision) Act 1953, s 1 row =1 Review Likelihood  mpact Your
Risk/ ’ Medium = 2 timing & of on action
ID  Hazard /Requirement Control and High = 3 Responsibility occurrence Council Score required
Administration/Legal As and when Low High 3
Loss of burial records through theft or natural disaster. 'Responsil/:tj/.: OSL manz—ﬁe—r
776 Minimise loss of burial records through theft or natura Determine responsibility for security.
| disaster. Digitilising of information. Database maintained & back up taken.
Ensure that all relevant documentation held in fire proof cabinet/safe or otherwi
se deposited with appropriate third party for safe keeping.
Environmental Quarterly Low Low 1

Dog fouling.

293

To minimize the impact of dog fouling.

‘Responsility: OSL manager

Consider banning dogs from cemeteries.

Provide bags/receptacles for dog waste.

Ensure appropriate signs in place.

Enforce dog fouling laws.

Arrange for appropriate agency to deal with stray dogs where a problem.

LCRS (Local Council Risk System)
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Environmental \ Annually Low Low 1
Maintenance of Cemetery including grass cutting. - ;mmty: OSL_me;;ager_—__ . i

291 To ensure that the assets of the Council are properly  Define responsibility and standards for cemetery maintenance and ensure that
a planned programme is in place.

Ensure that any contracts for cemetery maintenance are properly signed and s
ealed.

Maintain adequate records of inspection to ensure that maintenance records ar

e kept up to date and ready for inspection.

maintained.

Monthly Low Medium 2

Environmental

Vandalism. Responsility: OSL manager

292 To minimise the risk of loss/damagefinjury arising fro  Maintain efficient and effective security.
m vandalism. Maintain liaison with local enforcement agencies.

Take action as appropriate against offenders.

LCRS (Local Council Risk System) Sheet 27 02 Jul 2026



Financial Annually Low Medium 2

Failure to bank income. IResponsility: Responsible Finance Officer

296 To minimise risk of loss. Define responsibility for prompt banking of income received.
Provide for regular statement of income to Council/committee.
Provide for internal audit testing of income banked against underlying records.

Financial Annually Low Medium 2
Failure to collect charges. iResp_onsility: Responsible Finance Officer
295 To maximise the collection of income. Define responsibility for collection of cemetery income.

Prepare debtor accounts promptly.

Ensure that all income due to the Council and received is properly recorded.
Issue receipts for all income received.

Ensure procedures are in place for issue of reminders for unpaid accounts. Foll
ow defined procedure for reminders.

Ensure appropriate internal audit testing procedures are in place.

Ensure Council approval required for write-off of any bad debts.

LCRS (Local Council Risk System) Sheet 28 02 Jul 2026



Financial Annually Low Low 1

Failure to review charges. . '. {Responsility: Responsible Finance Officer
:—~—
294 Annual review of charges. Ensure that all charges are reviewed annually as an integral part of the budget
ary process.
Physical Annually Low Medium 2
Control of hazardous substances including certification for use etc. \Responsility- OSL manégé; = _l
i - . 1
285 To properly control use/security of hazardous substan Define responsibility for use and control.
ces. Provide for any necessary training.

Provide for appropriate PPE.

Ensure that any necessary licences, certificates for use have been obtained.
Ensure that security is sound.

Ensure that any disposals are made within the required guidelines.Ensure that
hazardous substances are securely stored in a locked cabinet.

LCRS (Local Council Risk System) Sheet 29 02 Jul 2026



Physical Monthly Low Medium 2
Control of hazardous substances. Responsility: OSL manager 5 LD
273 To minimise risk of loss/damagefinjury arising from us Define responsibility for use and control.
e of hazardous substances. Provide for any necessary training.
Provide for appropriate clothing.
Ensure that any necessary licences, cerificates for use have been obtained.
Adhere to COSHH Regulations
Ensure that security is sound.
Ensure that any disposals are made according to the legal requirement.
As and when Low Low 1

Physical
Failure of Water Supply.

290 To provide an adequate supply of water. Ensure that all damage to water supply is promptly reported and dealt with.
Ensure that water bills are paid or disputes resolved before loss of supply beco
mes an issue.

|Res-ponsiliz‘y: OSL_ménager

LCRS (Local Council Risk System)
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Annually Low High 3

Physical g
Fire. iResponsility: OSL manager
288 To minimise the risk of damagef/injury arising from fire  Ensure Health/Safety testing complete.
Ensure appropriate staff training
Provide for strict security/control of combustible materials held by Council.
Provide appropriate extinguishers etc.
Ban burning of rubbish/cemetery waste.
Physical Annually Low Medium 2
Grave digging Responsility: OSL manager .
1133 Ensure all health & safety rules adhered to while digg  Staff training & procedures in place
ing graves
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Physical
Grey water

1134 Control of gray water

Annually Low
Responsil/Tty-: OSL maEger
Sevenoaks Town Council has a contractor that collects and disposes the grey
water and it is their responsibility to carry out sampling to make sure they are w
ithin regulations when and where they are disposing of it.

Low

Physical
Headstones/kerbstones safety survey.

287 To minimise risk of injury.

Quarterly Low
i'.‘5es;-30nsility.7 OSL }nanager

Ensure that a comprehensive survey is completed.

Arrange for completion of any necessary work.

Ensure that facility users are aware of danger.

Arrange for regular inspections to ensure that standards are maintained.
Maintain appropriate records.

Ensure adequate insurance cover is in place.

Topple testing needs to be done by trained personnel.

L.CRS (Local Council Risk System)
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Physical
Inadequate maintenance of trees

1135 To ensure proper maintenance of trees

Include cemetery in routine tree inspections.
Planned programme of maintenance
Ensure contracts are complete

Standards maintained through year
Provision made for any urgent work

Annually Low

iEResponsiIity: OSL managgr

Medium 2

Physical Annually Low Low 1
Maintenance of buildings. i—REE;;onsflit_y:T)TSL—ma_@er__ Al
280 To ensure that council property is properly maintained Define responsibility for property maintenance.
and minimise loss/damagef/injury. Carry out/arrange regular inspection of all buildings.
Maintain detailed records of all work scheduled/completed.
Carry out regular required health & safety checks.
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Physical Annually Low Medium 2
Maintenance of equipment.

Eesponsility:_OSL manager

282 To ensure that all equipment is properly maintained.  Define responsibility for equipment maintenance and ensure any necessary tra
ining is complete
Ensure that all equipment is properly maintained through regular inspection/ser
vicing.
Ensure that proper maintenance records are complete and up to date.
Employees to undertake a visual inspection before use of equipment.
Ensure that any staff/ contractor carrying out maintenance is qualified to do so
or has appropriate training.

Physical Annually Low Medium 2
Personal injury.

Responsility: Clerk - -
286 To minimise the risk of personal injury to persons usin Ensure that all staff have appropriate training and adhere to approved working
g council facilities. practices.

Ensure that the correct, properly maintained tools are available as appropriate.

Ensure that all appropriate disclaimer notices, warning signs etc. are in place.
If this service is contracted out please ensure that you have evidence. Please
obtain a copy of the Public Liability Insurance and keep on file.
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Annually Low Medium 2

Physical
Security of cemeteries and buildings. - ?ﬁéégonsility.' OSL manager T
279 To ensure that proper security arrangements are in pl - Responsibility for security defined.
ace. Staff employed or contract with service provider in place.
Appropriate staff training complete.
Detailed schedules/records maintained.
Liaison with local enforcement agencies maintained.
Physical Annually Low Medium 2
Security/control of equipment. zRespons)’lity: OSL manager "k g
281 To ensure proper control of council assets. Define policy and provide for security of premises and equipment
Allocate responsibility for security/control.
Maintain asset register.
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Physical Annually Low Medium 2
Theft. Responsility: OSL manager I
289 To minimize the risk of loss through theft. Define responsibility for security.
Ensure that security of all plant, equipment and premises is recognised as a pri
ority.
Maintain register of assets.
Maintain liaison with local enforcement agencies.
Completed by: Date: Position: No of Risks 21 No of risks 21 No of Action
. ) scored: Plans:
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LCRS Step 3 - Risk report for Clocks

Your Duty = Power to provide public clocks

Act= Parish Councils Act 1957, s.2

Risk/

ID Hazard /Requirement

Administration/Legal
Loss of facility

253 To ensure efficient service provision.

Control

Clocks are automatic & regularly maintained

Sevenoaks Town Council

Assessment year: 2026

| Scoring note:

Low=1 Review Likelihood  Impact Your
Medium = 2 timing & of - action
and High = 3 Responsibility occurrence Council Score required

As and when Low Low 1

:Respohsiﬁy: OSL manager

Administration/Legal Annually Low Medium 2
Provision of adequate insurance cover. iﬁegﬁonsilityjﬁeépons‘ibnl_e-Finance S e —I
1
254 To ensure that all risks are adequately covered. Ensure that all risks are reviewed annually.
Ensure that appropriate insurance cover is in place.
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Financial
Inadequate budget Provision.

252 To ensure adequate budget provision.

Annually Low

Low 1

IResponsility: Responsible Finance Officer

Anticipated costs (such as annual maintenance) are adequately provided for in
annual budget.

Council approval for any for any unexpected expense to be met from reserve.

Physical
Maintenance of Clock.

251 To ensure efficient and accurate timekeeping.
To ensure safety/ no public hazard from falling

Annually Low

;Resp5n_sﬁity:_6SL manager

Clock serviced on an annual basis by an appointed reputable company, with a
ny defects identified being rectified.

Ensure that contractor insurance is checked before being instructed.
Ensure maintenance records are maintained.

LCRS (Local Council Risk System)
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Annually Low Low 1

Physical
Security of Clock. ; iResponsility:_OSL manager -
250 To ensure security of council assets. Define responsibility for security.
Ensure sound arrangements in place.
Completed by: Date: Position: No of Risks 5 No of risks 5 No of Action
' ) scored: Plans:
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LCRS Step 3 - Risk report for Code of Conduct

Your Duty = Duty to adopt a code of conduct
Act= p 3 Local Government Act 2000 ~ Scoring note:
. Low=1
Risk/ Medium = 2
ID Hazard /Requirement Control and High = 3

Administration/Legal
Breach of code of conduct could result in damage to reputation and/ or costs awarded at councils

1136 Ensure council is aware of code of conduct & thatco  Code of conduct regularly reviewed, & processes drawn up to ensure code is f

Sevenoaks Town Council

Assessment year: 2026

Review Likelihood  Impact Your

timing & of on action

Responsibility occurrence Council Score required
Annually Low 2

Res;;o;ws_ilfty: Clerk

de is followed ollowed
Administration/Legal Quarterly Low 2
Failure to maintain / update Register of Interests/Gifts Responsility: Clerk e —
30 To maintain records of members Declarations of Inter  All Council members are aware of their statutory responsibilities. Every Council
est lor is issued with information for new Councillors together with a copy of the Co

uncil's Standing Orders and Financial Regulations upon signing their Declarati

on of Acceptance of Office.

Register of Members' Interests maintained. Councillors are reminded on a six
monthly basis of the need to review their Register of Members' Interests to ens

ure it is accurate and up to date.

Chairman asks for interests to be declared at each meeting. Councillors declari
ng an interest at a meeting are required to complete a 'Members Declaration of

Interest' form, which is kept by the Clerk.

Register of gifts and hospitality book maintained.

LCRS (Local Councit Risk System)
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r ] No of risks 2 No of Action
Completed by: Date: Position: No of Risks 2 p o
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LCRS Step 3 - Risk report for Commons and Common Pastures Sevenoaks Town Council

Your Duty = Powers in relation to enclosure, as to regulation and management, and as to providing common pastur Assessment year: 2026
e
Act= Enclosure Act 1845; Local Government Act 1894 s 8 (4), Smallholdings and Allotments Sci;irv:/g:?te: )
Risk / Act 1908, 5.34 | Medum=2 5;‘;:19:& Likezi;ood Img:ct a’;‘:j‘;’n
ID  Hazard  /Requirement Control and High = 3 Responsibility  occurrence Council Score required
Administration/Legal Annually Low Low 1
Agreements with users not in place. Responsilty: OSL manager _— S—

248 To ensure that grazing etc rights are subject to a bindi Ensure completed and signed agreement as a prerequisite of Residents acces
s to land - Mount Close and Pontoise.

ng agreement.
Enforce conditions of agreement.

Administration/Legal Annually Low Medium 2
Provision of adequate insurance cover. Res;_)o;:sility: Resp;@é_lzfnance Officer
249 To ensure that the council has adequate insurance pr  Carry out annual review.
otection. Ensure all risks are identified.
Ensure that appropriate insurance cover is held to protect the Council.
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242

Environmental Annually
%Reépdﬁsiﬁt-y: e PR
Environmental Annually Low Low 1

Dog fouling.
245 To minimize the health hazard associated with dog fo Ensure appropriate signage in place.
uling. Provide bags/receptacles for dog waste.

Enforce dog fouling laws.
Arrange for appropriate agency to deal with stray dogs.

1Ii’-ésponsility.' OSL manager a

L
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Environmental

Annually Low Low 1
Grass cutting/mowing/hay. irResponsi/ity: OSL manager

Ensure that grass cutting/ sale of hay is subject to tender bids.
Enforce conditions of contract.

Inspect contractor's insurance documentation.

241 To ensure proper control of common land resources.

Environmental Monthly Low
Vandalism. Responsility: OSL manager

Arrange regular inspection.

Review security arrangements.

Maintain liaison with enforcement agency.

Instigate legal action against perpetrators where possible.

244 To minimise the risk of loss/damagefinjury arising fro
m vandalism.

LCRS (Local Council Risk System)
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Environmental
Weed control.

243 To limit weed growth.

Ensure that weed control is carried out annually as planned.

Arrange physical inspection of area(s) and report on effectiveness.
Ensure proper control of hazardous substances.

Where appropriate use specialised resources for Japanese Knotweed.

Annually

Low

Elé_esfnansility._' OSL manager

Financial
Failure to collect charges.

247 To ensure that all income due to the council is collect
ed.

Define responsibility for collection of income.

Dispatch accounts promptly.
Follow up unpaid accounts in accordance with approved procedure.

Council approval required for write off on any amounts deemed irrecoverable.

Maintain detailed records.
Arrange periodical internal audit.

Annually

gﬁg'-s-bonsility: Responsibleﬁance Officer

Low

Low

LCRS (Local Council Risk System)
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Financial Annually Low Low 1

Failure to review charges. IResponsilitj_/: Responsible Finance Officer

246 To ensure that all charges are reviewed on a regular  Ensure annual review of all charges as an integral part of the budgetary proces
basis. s.

Physical Annually N/A 0
Responsility:

236
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Physical
Dumping of Rubbish/Hazardous waste.

240 To maintain standards of cleanliness and avoid risk a Define responsibility for security/control of hazardous waste.

ssociated with dumping of rubbish.

Consider policing role and maintain fiaison with local enforcement agencies.
Arrange periodic inspection of land and report.

Ensure that appropriate signage is in place.

Arrange prompt removal of rubbish ensuring that appropriate steps are taken t
o deal with any hazardous waste.

Enforce regulations/bye-law re unauthorised dumping.

Annually Low Medium
il'?_esp_onéiﬁty.-' OSL nT;aFager

et a il

Physical
[nadequate maintenance of fences and boundaries.

234

Define responsibility and ensure that maintenance is carried outin accordance
with a planned programme.

Ensure that any contracts for maintenance work are complete.

Ensure that adequate provision is made for urgent repairs.

Ensure that appropriate staff training is complete.

Arrange for periodical inspection and report.

Annually Low Low
l-R_BST)O_nSI:i;I'ty.' OSL manager

LCRS (Local Council Risk System)
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Physical Annually Low Low 1
Inadequate maintenance of signs. @s;ohsi/fty: OSL manager
L a0 = .
237 To ensure that all signs are properly maintained. Define responsibility for maintenance.
Arrange periodical inspection.
Arrange for any necessary work.
Physical Annually Low Medium 2
Inadequate maintenance of trees & hedges. iRésansilit_y: OSL-manager i ————
235 To ensure proper maintenance. Define responsibility and ensure that maintenance is carried out in accordance
with a planned programme.
Ensure that any contracts for maintenance work are complete.
Ensure that adequate provision is made for urgent repairs.
Ensure that appropriate standards are maintained.
Ensure that appropriate staff training is complete.
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Physical Annually Low Medium 2
Personal Injury. IResponsility: OSL manager =
233 To minimise risk. Ensure that gates, fences, hedges etc are properly maintained.
Ensure that recognised paths & walkways are properly maintained.
Ensure that periodic inspection is carried out.
Ensure that the correct, properly maintained tools/equipment are available as a
ppropriate.
Physical Annually Low Medium 2
Poor Drainage. %Wiiit‘? OSL manager
238 To ensure adequate standards of drainage are maint  Define responsibility for drainage.
ained. Arrange periodical inspection and report.
Ensure any contracts properly completed.
Provide for emergency/urgent work.
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Physical
Uncontrolled/unauthorised usage.

Annually Low Medium 2

_I_'\’esponsi/ity: OSL manager

239 To minimise risk arising from uncontrolled use. Ensure that grazing etc. is carry out only in accordance with Council policy.
Ensure that a signed agreement is in place for all users.
Ensure that recreational use is restricted to approved activity.
Enforce regulations, bye-laws controlling use.

Completed by: Date: Position: No of Risks 17 No of risks 16 No of Action
) ’ scored: Plans:
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LCRS Step 3 - Risk report for Community Centres ; Sevenoaks Town Council

Power to provide and equip buildings for use of clubs having athletic, social or educational objectives. Assessment year: 2026

Your Duty =
Power to acquire, provide and furnish community buildings for public meetings and assemblies
. L. Scorin: te:
Act= Local Government (Miscellaneous Provisions) Act 1976 s 19, Czn g_m;
Localism Act 2011, s 27 sk Reviy Likelihood  impact iCd
Risk/ ’ ! MedlL{m =2 timing & . of on acti?n
ID Hazard /Requirement Control i andHigh=3 Responsibility occurrence Council  Score required
Administration/Legal Annually Low Medium 2
Failure to obtain all necessary licences, ie bar, music, weddings, etc. iResponsiliTy: Clerk
231 To meet all statutory requirements for service provisio Define responsibility for obtaining licences.
n. Maintain adequate records of licence application, renewal etc.
Review regulations and requirements periodically to see if they have been upd
ated.
Note that an annual health & safety audit is carried out by an independent heal
th & safety consultant and their recommendations actioned.
Administration/Legal Annually Low Medium 2
Maintenance of diary of events/usage. fﬁ;spénsility:_éggl%gs Clirk. wioen o j
| - ul —_—
232 To provide effective control of facility bookings etc. Define responsibility for maintenance of diary.
Completed booking/application a prerequisite to facility hire.
All applications to be crass referenced to account/receipt number and filed.
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Environmental Monthly Low Medium 2
Cleaning. |

lRhespons% F_acilities Manag - |
225 Define responsibility for cleanliness/hygiene of premises
Maintain a maintenance log/cleaning regime.
Arrange for periodical checks.
Follow all COSHH Procedures for storing cleaning products.

Environmental Annually Low Medium 2
Poliution, ie. noise, litter etc. rR'espor-;sill-'t_y: Clerk )
227 To maintain desired standards for use of facilities and Ensure that adequate controls/conditions are included in booking application fo
limit impact of pollution. rm.
Ensure that all users are aware of conditions attached to use of premises.
Define policy for dealing with offenders.
COSHH Training is undertaken.
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Environmental y _ Annually Low Medium 2

Vandalism. {Responsility: Clerk
226 To minimise the risk of loss/damagefinjury arising fro  Review security and monitor all areas on a regular basis.
m vandalism. Maintain liaison with local enforcement agencies.

Define a policy for dealing with antisocial behaviour.
Instigate legal action against perpetrators where appropriate.
Train staff in how to deal with antisocial behaviour.

Financial Quarterly Low Medium 2
Failure to collect income. 'Responsi/ity: Bookings Clerk g
230 To ensure that all income is received and properly ba Define responsibility for collection of income.
nked. Maintain an effective receipting system.

Provide for prompt banking.

Maintain proper records of income received and banked.

Enforce provisions of user agreements.

Monitor outstanding debts and report any debts of over 3 months to the Financ
e & Delivery Committee.

Bad debts to be followed up promptly & reported to council for decision on acti
on.

Provide for periodical reconciliation and financial report to Council.
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Financial
Failure to review charges. oy

Responsility: Responsil;Ie‘Finance Officer

Annually Low Low 1

229 To ensure that all charges are subject to regular revie Review all charges annually as an integral part of the budget process.
w.

Financial

Annually Low Medium 2
Inadequate budget provision. -

'Responsility: Responsible Finance Officer

228 To ensure that service provision is included in budget Ensure that anticipated costs are adequately provided for in Budgetary process
ary process.

Council approval to be sought for any unexpected expense to be met from res
erves.
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Physical Quarterly Low High 3
Fire. rl_?cg)onsilii‘y: Facilities M_anager -
349 To safeguard against fire risk. Ensure Health/Safety testing complete.

Ensure appropriate staff training.
Provide for strict security/control of combustible materials held by Council.
Provide appropriate extinguishers etc.
Ensure appropriate signage in place.
Ensure appropriate regulations/controls in hire documentation.

Physical Annually Low Low 1

Maintenance of buildings.

220 To ensure that council propeity is properly maintained
and minimise loss/damage/injury.

Define responsibility for maintenance.

Maintain detailed records of work scheduled and completed.

Carry out regular inspections of all buildings.

Ensure that proper contractual arrangements are in place for specialist/other s
ervices.

Ensure that all employees/ contractors carrying out works are trained/ qualified
to do so.

Annual inspection by Health & Safety consultant

Arrange adequate insurance cover.

éResponsi/ity: Facilities Manager

LCRS (Local Council Risk System)
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Physical Annually Low Low 1
Maintenance of equipment. hiesponsility: Clerk
221 To ensure that all equipment is properly maintained.  Ensure that equipment is properly maintained through regular inspection/servic
ing.
Ensure that proper maintenance records are complete and up to date.
Ensure that responsibility is defined and any training requirement is complete.
Physical Annually Low High 3
Personal injury. ?Responsiliiy: Clerk i -
213 To ensure that any conditions that might lead to perso Ensure that all staff have appropriate training and adhere to approved working
nal injury are minimised and properly controlled. practices.
Ensure that the correct, properly maintained equipment is available as appropri
ate.
Ensure that any risks to the public are minimised and eliminated wherever pos
sible.
Maintain records of staff training.
Maintain records of any injuries.
Define responsibility in job descriptions etc.
Annual inspection by Health & Safety consultant.
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Physical Annually Low Medium 2
Security of buildings ' ’

IiRe._sb_onsility: Clerk

214 To maintain a high standard of security. Allocate responsibility for security/control of premises.
Define policy and provide for security.
Staff employed or contract with service provider in place.
Appropriate staff training complete taking into account the increased threat of t
errorism.
Detailed schedules/records maintained.
Liaison with local enforcement agencies maintained.

Physical Annually Low Medium 2
Security of equipment.

iR_;sp?J_n;iIi_tfnlr-'gcﬁﬁes Manager

222 To ensure that all property is secure and minimise los Define policy for security of equipment.
s by theft or otherwise. Ensure that responsibility of users is clearly defined in hire/user agreement.
Allocate responsibility for security/control.
Maintain records of loss or damaged equipment.
Maintain asset register.
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Physical Annually Low High 3

Security of Hazardous Substances + D73. -Respo;vs_ility: Facilities Manager

223 To minimise the risk of damage/injury arising from the Define responsibility for use and control.
use of hazardous substances. Provide for any necessary training.

Provide for appropriate clothing.
Ensure that any necessary licences, certificates for use have been obtained.
Ensure that security is sound.
Ensure that any disposals are properly dealt with.
Maintain proper records.
Adhere to COSHH Regulations.

Physical Monthly Low Medium 2
Stock control. -

%Responsility: Facilities Ménage_r_ -

224 To minimize the risk of loss. Define responsibility for stock control.
Arrange for regular stock checks.
Maintain proper records.
Reconcile stocks to sales etc records.

No of Risks 16 No of risks 16 No of Action
scored: Plans:

Completed by: Date: Position:
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LCRS Step 3 - Risk report for Compting

Sevenoaks Town Council

Your Duty = Power to facilitate discharge of any function Assessment year: 2026
Act= s 111 Local Government Act 1972 Scoring note:
Lowi= 1 Review Likelihood  Jmpact Your
Risk/ i Med/u.m =iV timing & of on action
ID Hazard /Requirement Control and High = 3 Responsibility  occurrence Council ~Score required
Physical Annually Low Medium 2
Loss arising from theft/misappropriation. [Responsility: Clerk -
325 Maintain adequate security of site and equipment. Access to Council offices only available when Council staff are present. The bu
ilding is alarmed and all equipment is security tagged. All computers are passw
ord protected.
High security of site and equipment is maintained at all times.
Staff can now take their laptops home, these are password protected to turn on
and any software packages are password protected.
Physical Annually Low Medium 2
Loss/damage arising from unauthorised use. %Eés_;ybﬁsf/?ti;: Clerk SO0 !
L~ A = . o |
318 Maintain security of computer. Access restricted through use of controlled passwords. Passwords are change

d periodically.
Maintain physical security of computer and site.
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Technical Monthly Low Medium 2
Crash of IT System. -

Responsility: Clerk

27 To minimise risk arising from breakdown of equipmen Council computer systems are on the cloud.
t Council ensures equipment is properly maintained.

Access is restricted to authorised users.
Only approved software is used.
Professional advice received from IT consultants
Data stored on cloud
Council operate up to date anti-virus software.
Council has a backup laptop it could independently use in the event of a total ¢

rash.
Technical Annually Low High 3
Cyber Security iResEons_i]ity: Clerk e
.Action by: Clerk -
1138 Maintain Security of all Council's computing systems  3rd party IT consultants advise on council adequacy of cyber security. Action by date: 31/12/2022
& data against all Cyber Crime including Viruses, Phi  Cyber Essentials Certification obtained for council.

Action plan: Obtain Cyber Essentials Certification. Establ

L ST LS Cvb ity traini ilable for C illors & Staff ishing multi-factor authentication for council devices is th
= e L e . e next step. Working with Heliocentric to get this establis
‘Status: Completed - 24/01/2024
iStatus comments:
Completed by: Date: Position: No of Risks 4 No of risks 4 NoofAction
- ) scored: Plans:
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LCRS Step 3 - Risk report for Council Meetings

Your Duty = Power to meet

Act= Local Government Act 1972 I Scoring note:
i Low =1
Risk/ | Medium = 2
ID Hazard /Requirement Control and High = 3
Administration/Legal
Access.
218 To meet all statutory requirements and maintain effect Ensure public access is available to all meetings of the Council, except for mee

ive administration.

tings of the Staff and Salaries committees.

Members of the press and public may also be asked to leave a meeting during
the discussion of quotations or tenders submitted by local contractors.
Disability access should be provided.

Specific area should be set aside for press & public.

Time should be allocated for public questions and comments.
Experienced and qualified Clerk and staff.

Sevenoaks Town Council

Assessment year: 2026

Review Likelihood  mpact Your

timing & of on action

Responsibility occurrence Council  Score required
Annually Low Medium 2

iRes_pavéilfy: Clerk

Administration/Legal
Failure to meet statutory duty.

217 To meet all statutory requirements and maintain effect

ive administration.

Al meetings comply with LGA 1972,

Clerk has a degree in Local Policy.

Clerk and Deputy Clerk are CiLCA qualified.
Council randomly checks its own internal controls as well as Internal Auditor ch
ecks.
All members are notified of meeting by way of summons and agenda in accord
ance with LGA 1972.

All public notices are posted as prescribed in LGA 1972.

Clerk/Assistant Clerk ensures meetings are quorate and attendance records ar
e maintained.

Minutes are taken of all Council and Committee meetings and signed at the ne
xt meeting by the Chairman.

Low Medium 2

_Ii’ggpansility.' Clerk

LCRS (Local Council Risk System)

Sheet 61 02 Jul 2026



Physical

Annually Low Medium 2
Personal Injury. Responsility: Clerk R |
319 Ensure that effective arrangements are in place to mi  Appropriate regulations/controls are in place to minimise the risk of injury to offi
nimise risk. cers, members and public.
Defined standards are maintained.
Where necessary, appropriate notices are in place.
Council has appropriate insurance cover which is reviewed on an annual basis
as a minimum.
Physical Annually Low Medium 2
Security. Responsility: Clerk R B
219 To ensure that effective security arrangements are in  Define policy for security of staff, members, premises and equipment.
place. Allocate responsibility for security/control and implementation.
Maintain liaison with local enforcement agencies.
Council officers are aware of responsibility for security/control and implementat
ion in order to protect themselves and others.
aals i frisks 4 No of Action
leted by: . . No of Risks 4 No o
Comp y Date Position: o= Plans:
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LCRS Step 3 - Risk report for Council Property and Documents Sevenoaks Town Council

Your Duty = Duty to disclose documents and to adopt publication scheme Assessment year: 2026
Act= Freedom of Information Act 2000 Scoring note:
Lol 1 Review Likelihood  Impact Your

Risk/ Medilinise timing & of on action
ID Hazard /Requirement Control and High = 3 Responsibility occurrence Council  Score required

Financial Annually Low Medium 2

Legal Liability as a result of Asset Ownership. R__esponsility: Res;)on_sible Finance Officer

44 Provision of adequate public liability insurance Detailed asset register is maintained and reviewed annuaily.

Adequate public liability insurance is in place. Separate legal liability and asset
risk assessments are maintained by the Clerk.
Annual inspection by Health & Safety consultant

Physical Monthly Low Low 1
Loss / Damage to Civic Regalia. @sﬁongﬂ?_aierk = ————1
Lo =
45 To safeguard council assets. Register of Assets maintained and updated annually and as and when required

Council has adequate insurance against damage and theft.

Proper security/storage is in place.

Users are aware of their responsibility when regalia is in their care.
Ear Marked reserve for replacement of regalia.

Civic Regalia is suitably maintained and cleaned.

Civic Regalia is collected and returned under secure conditions.
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Physical
Loss of assets.

43 To minimise the risk of loss through theft/misappropri
ation of assets.

Annually Low

Medium

'Irlieéponsi/ity: Responsible Finance Officer

Effective security of all assets maintained.

Asset Register maintained and reviewed annually as a minimum remembering
to log all disposals.

Ensure that adequate and appropriate insurance cover is held.

Professional Daily Low Medium
Failure to effectively process documents. :R_esponsi/ity: Clerk )
46 To ensure effective processing and safe keeping of all Clerk is responsibie for maintenance of effective control of documentation.
documentation received by the Council Deeds and leases stored in fire proof box in Council office, and then within sec

urity locked cupboard.
Security waste is disposed of securely.
Restricted access to Council Offices unless with a Council Officer.
Copies of all incoming and outgoing correspondence are held electronically.
Financial information held electronically as well as paper copy.

Completed by: Date: Position: No of Risks 4 No of risks 4 No of Action

) ’ scored:
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LCRS Step 3 - Risk report for Crime Prevention - CCTV

Your Duty = Powers to spend money on crime detection and prevention measures.

Act= Local Government and Rating Act 1997 s 31; Crime & Disorder Act 1998 Scoring note:
low=1
Risk / Medium = 2
ID Hazard /Requirement Control and High = 3

Administration/Legal
Data Protection - Registration & compliance.

336 To ensure statutory requirements are met. Arrange for any necessary Data Protection registration and compliance.
Check if any necessary registration needs to be arranged.
Ensure that personnel are aware of compliance requirements.
Arrange necessary training.

Keep the necessary logs and records such as access log, release of data etc.
To carry out necessary privacy impact assessments for any new CCTV as requ

ired by statute.

Sevenoaks Town Council

Assessment year: 2026

Review Likelihood  Impact Your

timing & of on action

Responsibility occurrence Council Score required
Annually Low High 3

V?esponsility.‘ Clerk

Administration/Legal
Failure to appoint representative on CCTV group.

307 To ensure that council interest is properly represente  Ensure that representative(s) are properly appointed by Council.
d. Arrange periodical reports to Council.

Annually Low Medium 2
Respoﬁsillﬁ/:_ Clerk il

LCRS (Local Council Risk System)
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Administration/Legal

Annually Low Medium 2
Failure to comply with Code of Practice. |Responsility' Clerk
335 To meet requirements of code. Ensure that where appropriate operatives are aware of code requirements.
Provide for necessary training.
Administration/Legal Annually Low Medium 2

Failure to provide for recording media.

331 To minimise risk of service loss.

Ensure that responsibility for supply of recording media, including adequate his
tory, is determined.

Provide for an emergency supply.

‘Responsility: Clerk

LCRS (Local Council Risk System)
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Financial
Inadequate budget provision.

Annually Low Medium

\Responsility: Respc;;sible Finance Officer

329 Ensure annual service review. Ensure that service/facility requirements are detailed in budget process.
Ensure that any wayleave costs have also been identified and agreements dra
wn up with property owners.
Physical Quarterly N/A 0
;Rgsponsility: 2 B
334
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Physical

Annually Low Medium 2
Failure of system - equipment. 'Responsility' Clerk
l . S
332 To minimise risk. Define responsibility for use and control.

Provide for any necessary training and regular testing.
Ensure that proper maintenance contracts are in place.
Make provision for urgent repairs.
Maintain proper records.

Physical Quarterly Low Medium 2

Security of equipment.

333 To minimise the risk of loss/damage.

Define policy for security of premises and equipment
Define responsibility for security/control of equipment.
Maintain asset register.

Responsility: Clerk

LCRS (Local Council Risk System)
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Physical Monthly Medium Low 2
Vandalism. [Responsility: Clerk ' ]
330 To minimise risk arising from vandalism/antisocial be  Maintain efficient and effective security.
haviour. Maintain liaison with local enforcement agencies.
Take action as appropriate against offenders.
Technical Annually Low Medium 2
Unauthorised use of equipment. il_?—esp—on_silqit]/?‘c_‘léfk
{ o =
317 Maintain security of equipment. Maintain security of system.
Set up password authorisation to restrict access.
Provide training so that all users are aware of access rights.
. = i No of risks 10 No of Action
mpl bv: : : No of Risks 10
Completed by Date: Position: scored: Plans:
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LCRS Step 3 - Risk report for Data Protection

Your Duty =
Act= Data Protection Act 1998
Risk /
ID Hazard  /Requirement

Administration/Legal
Breach of confidentiality.

29 To ensure that statutory requirements are met.

Duty of Notification and Duty to Disclose (subject access)

Control

That the Council is registered as a Data Controller with the Information Commi

ssioners Office.

Scoring note:

Low=1
Medium = 2
and High = 3

That the Council has a Management of Transferable Data Policy.

All Council Officers undertake training when they commence employment and

and periodically afterwards.

All Council Officers understand the legal requirements and log any breaches wi

th the Clerk/ICO.

All Councillors are aware of their obligation under Data Protection (including on

ly using "gov.uk" emails) and undergo ad hoc training.

Completed by:

LCRS (Local Council Risk System)

Date:

Sevenoaks Town Council

Position:

Assessment year: 2026

Review Likelihood  Impact Your
timing & of on action
Responsibility occurrence Council Score required
Daily Low High 3
'Responsility? Clerk R -
No of Risks 1 No of risks 1 No of Action
scored: Plans:
Sheet 70 02 Jul 2026



LCRS Step 3 - Risk report for Drain~ge

Your Duty = Power to deal with ponds and ditches

Act= s 260 Public Health Act 1936

Scoring note:

Sevenoaks Town Council

Assessment year: 2026

|
| = .
i Eow, 1 Review Likelihood  Impact Your
Risk / I Medlu'm =2 timing & of on action
/D Hazard /Requirement Control |__andHigh =3 Responsibility  occurrence Council ~ Score required
Administration/Legal Annually N/A N/A 0
!ﬁ’esponsility: = " -y
206
Environmental Annually Low Medium 2
Flooding. {Responsility: Clerk o a
203 To minimise risk arising from flooding. Define responsibility for dealing with floods.
Ensure that effective arrangements are in place to deal with any Council respo
nsibility.
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Environmental

Annually Low Medium 2
Ll jResponsility: Facilities Manager — . |
204 To minimise risk/damage arising from vermin. Allocate responsibility for dealing with vermin.
Where appropriate ensure proper contract in place.
Financial Annually Low Low 1

Inadequate budget provision.

205 To ensure annual review of service requirements.

Review service provision as integral part of Budget process.

;Respohél_'liTy-:- fie_sﬁonsible Finance Officer

LCRS (Local Council Risk System)
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Physical o Annually Low Medium 2
Fly tipping. Responsility: OSL manager (i
202 To minimise the impact of fly tipping and associated h  Carry out regular inspections.
ealth/safety risk. Arrange for safe disposal facility.
Ensure any hazardous substances are properly dealt with.
Maintain liaison with local enforcement agencies.
Enforce regulations/bye-laws as appropriate.
Physical Annually Low Medium 2
Maintenance of ditches & drains/ tree roots/ surface deterioration Responsility: OSL manager — = ™
200 To ensure provision for council responsibility. Define responsibility for maintenance.
Ensure that appropriate arrangements are in place to deal with any Council res
ponsibility.
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Annually Low Medium 2

Physical
Protection of hedgerows. :Responsility: OSL mgvager_
201 To minimise risk arising from damage to hedgerows.  Define responsibility for dealing with hedgerows.
Ensure that arrangements are in place to deal with any infringements of law pr
otecting hedgerows.
Training provided for employees who work in open spaces.
. . PRSI, No of Risks 7 No of risks 7 No of Action
Completed by: Date: Position: scored: Plans:
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LCRS Step 3 - Risk report for Emplayment of Staff Sevenoaks Town Council

Your Duty = Duty to Appoint

Assessment year: 2026

Act= s 112 Local Government Act 1972 ~ Scoring note: |
Low =1 Review Likelihood  Impact Your
Risk/ Med/u.m =12 timing & of on action
ID Hazard /Requirement Control | and High=3 Responsibility occurrence Council  Score required
Administration/Legal Annually Low Medium 2
Failure to comply with Employment Law. TResponsility: _Dep_uty Clerk
: — —
23 To ensure that the council fulfils its responsibilities. Contracts of employment issued to all employees.
Annual review of Staff Contracts of Employment undertaken.
Clerk has responsibility for maintaining up to date knowledge of new legislation
and brining this to the attention to all relevant parties.
Professional HR consultant employed to ensure STC comply with all current e
mployment law
Training arranged as and when required including Clerks CPD.
Financial Monthly Low Medium 2
Overpayment or underpayment of salaries and expenses. Régp?nslllfy— Réspéﬁé?&g/&%r;é Officer s
b
785 Ensure that all payments to staff are in accordance wi Monthly payroll schedule to be verified by the relevant number of parties/staff.
th employment contracts approved by the council. Monthly employers payments to be verified by the relevant third party/ies as lai
d out in policy.
Cheques and electronic payments to be signed/verified by the relevant third pa
rty/ies as laid out in policy.
Clerk and Finance Officer's pay to be signed off by two councillors.
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Professional

Attacks on Personnel.

22 To protect staff.

Ensure that an effective security system is in operation.

Ensure appropriate insurance cover held.

Ensure other workers in building are aware of staff working alone.

Ensure staff have telephone access at all times during their work.

Advise staff to take all relevant safe guides and precautions.

Appropriate insurance is maintained.

Policy to contact relevant authorities to protect staff if an incident does occur.

!Ré_sponsility}_Clerk

Monthly Low

Medium

2

Professional
Inability to recruit.

17 To improve recruitment.

Recruitment policy reviewed when the need arises to recruit staff.

Recruitment agencies used sometimes when the need arises.

As and when Low

‘Responsility: Clerk

Medium

2

LCRS (Local Council Risk System)
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Professional Annually Low Medium 2
Inability to retain staff. f ;

18 To minimise risk arising from high turnover of staff. Personal Development Plans conducted on an annual basis and when require
d.
Offers a long service bonus after 5 years.
Complete exit questionnaire.

Professional Annually Low High 3
Lack of Employee motivation/efficiency. Respénsility: Clerk

21 To meet commitment of council employment policy. Each employee has job description.
Staff appraisals carried out annually supported by one to ones when required.
Appropriate staff records maintained.
Training provided as and when requested or identified. The training is to be ev
aluated.
Investors in People's Values and Behavior Policy.
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Professional Annually Low Medium 2
Lack of Training.

;F?tasponsility: Clerk

20 To meet Council commitment to staff training. Training provided as and when identified/requested, including CPD.
Training requirements reviewed as part of the annual appraisal system.
Advantage taken of any localised training through local associations, SLCC, D
ALC etc.
Staff encouraged to network with other Clerks in the area.
Appropriate training records maintained.
Evaluation feedback forms received and reviewed.

Professional Quarterly Low High 3
e ‘Responsility: Clerk

19 To avoid problems arising from loss of key personnel. Ensure procedures for key functions documented. Procedural manuals and ne
cessary training are provided to ensure that all key tasks can be carried out in t
he event of a sudden loss of a key member of staff.

No of risks 8 No of Action

Completed by: Date: Position: Noof Risks 8 scored: Plans:
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LCRS Step 3 - Risk report for Entertainment and the arts - Sevenoaks Town Coungil

Your Duty = Provision of entertainment and support of the arts Assessment year: 2026

Act= Local Government Act 1972, s 145 ~ Scoring note:
i Review Likelihood  Impact Your
Risk/ Medlu.m —_2 timing & T of pagh acti?n
ID Hazard /Requirement Control and High = 3 Responsibility  occurrence Council ~ Score required

Administration/Legal Annually Low Low 1
Absence of key staff. Responsility: Clerk
' — — —

198 To ensure that minimum staffing arrangements are in ~ Event Management Plan to be devised for all events clearly defining responsibi
place to meet service need. lities, key personnel and their deputies as well as overall management ofthe e
vent.

Training for all STC event staff in Martyn's Law.

Annually Low Medium 2

Administration/Legal

Provision of adequate insurance cover. ‘Responsility: Responsible Finance Officer i
i s = 1 :

197 To ensure that appropriate insurance coverin place.  Insurance requirements reviewed annually to ensure appropriate cover in plac

e.
Ensure that any contractual insurance requirements are met. Examine cover h

eld by service providers.
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Administration/Legal

Annually Low Medium 2
Staff training.

:Respoﬁsiﬁty.' Clerk =

199 To ensure that all staff have appropriate training. Determine Council policy for training for the event and ensure all staff and volu

nteers receive appropriate training where necessary these are reviewed in thei
r Personal Development Plans.

Maintain records of training provided.

Environmental
Noise pollution.

As and when Low Medium 2

%sponsi/ity: Clerk

192 To minimise risk/complaint arising from noise pollutio  Where appropriate set conditions in hire documentation.
n at council owned facilities. Carry out regular site inspections.
Maintain record of any complaints received and instigate prompt action where
appropriate.

Liaise with local enforcement agencies.
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Environmental

Annually

Vandalism. i_%spo_néility:
191 To minimise the risk of loss/damagefinjury arising fro  Maintain efficient and effective security.
m vandalism. Maintain liaison with local enforcement agencies.
Take action as appropriate against offenders.
Financial As and when Low Medium 2
Contractual arrangements with service providers- films, artistes etc. ﬁesponsility: Bookings Clerk N
196 To ensure that proper contractual arrangements are i Ensure that a signed contract is in place as pre requisite of service provision.
n place. Check/enforce contract conditions in interest of Council.
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Financial Annually

Failure to review rents and charges. |Responsility' B |
—_— ) _— e — —

193 To ensure that all charges are subject to annual revie Review all charges annually as an integral part of the budgetary process.
W.

Fire Annually Low High 3
To safeguard against the risk of fire. 'Responsility: Clerk I —

347 Fire & rescue at events Health & Safety testing to be completed including a full risk assessment.
Ensure appropriate staff training
Provide for strict security/control of combustible materials held by Council.
Provide appropriate extinguishers etc.
Ensure appropriate signage in place.
Ensure appropriate regulations are followed.
Ensure appropriate regulations/controls in hire documentation.
Where possible have Fire & Rescue Service at event.
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Physical ) Annually Low Medium 2
Maintenance of buildings. il_i’esponsiiiﬁa_cﬂi?iés Manager ) o l_
185 To ensure proper maintenance of premises and mini  Define responsibility for maintenance and have a programme of planned preva
mise risk of loss/damage/injury. ntitive maintenance in place.
Carry out regular inspections of all premises.
Maintain detailed records of all work scheduled/completed.
Physical Annually Low Medium 2
Maintenance of equipment ivl'?respéhsility:‘cllerk_

187 To ensure proper maintenance of equipment and mini  Determine responsibility for use and control.
mize loss/damage/injury. Arrange contract maintenance for specialist equipment.

Provide for any necessary staff training.
Provide for appropriate protective clothing.
Ensure that any necessary licences, certificates for use have been obtained.
Ensure that security is sound.
Ensure that any disposals are properly dealt with.
Maintain proper records.
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Physical Annually Low Medium
Security of buildings. ili’eéponsility: Clerk
186 To maintain security of Council premises. Responsibility for security defined.

Staff employed or contract with service provider in place.
Appropriate staff training complete.
Detailed schedules/records maintained.
Liaison with local enforcement agencies maintained.

Physical Annually Low Medium

Security of equipment.

188 To minimise loss through theftymisappropriation.

Define policy for security of premises and equipment.

Determine responsibility for security/control of equipment.

Ensure effective security arrangements in place.
Maintain asset register.

EResponsility: Clerk
{ )

LCRS (Local Council Risk System)
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Physical
Security of exhibits.

189 To minimise the risk of loss or damage to exhibits. Determine policy/ responsibility for security of exhibits.

Ensure effective security arrangements in place.
Ensure adequate insurance cover in place.

Annually Low Low 1

iResponsility: Clerk

Physical
Stock control.

190 To minimise the risk of loss.

Determine responsibility for stock.
Arrange for regular stock checks.
Reconcile stock to sales/usage.
Investigate significant differences.
Maintain comprehensive stock records.

Annually Low Medium 2

‘Responsility: Responsible Finance Officer

Completed by:

LCRS (Local Council Risk System)

Date: Position:

No of Risks 14 No of risks 12 Noof Action
scored: Plans:
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LCRS Step 3 - Risk report for Financial Management

Your Duty = Duty to ensure responsibility for financial affairs

Sevenoaks Town Council

Assessment year: 2026

Act= s 151 LGA 1972

Risk /

ID  Hazard /Requirement

Administration/Legal
Failure to comply with Customs & Excise regulations.

40 Efficient financial administration.

Scoring note: ]
tow=1

, Review Likelihood  Impact Your
Medium = 2 timing & of on action
Contro, and ngh =3 ReSpOﬂSibi”ty occurrence Council Score reqUired
Quarterly Low 2

Responsiliiy: Responsible Finance Officer

VAT properly administered, with returns being made on a quarterly basis.
Refer to guidance from HMRC where necessary.

Ensure that all input tax and output tax is properly recorded.

Complete and submit VAT claims promptly and on time.

All claims reconciled to cashbook.

Use of a finance software package to help capture and calculate VAT.

Administration/Legal
Failure to comply with [nland Revenue regulations.

39 Efficient financial administration.

Quarterly Low Medium 2

éResponsility: R_’esponsible Finance Officer

Maintenance of comprehensive records of all calculations of income tax, nation
al insurance deducted from pay.

Ensure that regular returns to Inland Revenue; prepared by the finance officer;
checked by the RFO

Arrange prompt payment of all sums due.

LCRS (Local Council Risk System)
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Annually Low Medium 2

Administration/Legal
Failure to maintain record of council assets. ¢ imﬁ_eaogns_iﬁle Finénceﬁc'er

Define responsibility for maintenance of asset register.

All acquisitions/disposals are accurately and promptly recorded.
Annual inventory checks carried out.

Asset register reviewed annually as a minimum.

327 To minimize the risk of loss associated with failure to
maintain adequate records.

Administration/Legal Annually Low Medium 2
Goods not supplied but billed. Responsility: Responsible Finance Officer
1144 The council operates under a purchase order system which is checked against
goods received.
Sheet 87 02 Jul 2026

LCRS (Local Council Risk System)



Financial

Annually Low Medium 2
Deterioration of assets resulting of loss of income. 'Responsi_lity: Responsible Finance Officer
1143 Council has maintenance schedules for assets that provide an income such as
the cemetery and community centres.
Financial Annually Low Medium 2

1142

Failure of internal controls and management of funds

Payments are ratified at each Finance & Delivery Co The RFO signs off each invoice and obtains authorisation for any payment ove

mmittee meeting.

Payments over £5k are signed off by two counciilors.

Bad debts must be agreed by Full Council.

r £5k.

'Responsility: Respohé}'ble Finance Officer

LCRS (Local Council Risk System)

Sheet 88

02 Jul 2026



Financial Quarterly Low Medium

Failure to ensure proper use of funds under specific powers / S13 |Respon§ﬁy: Clerk

41 To ensure that expenditure is properly authorised and Council has attained General Power of Competence.
controlled. Clerk ensures that all grant applications are complete and fully supported prior
to submission to committee/Council.

Financial Monthly Low Medium

Failure to keep proper financial records. éRespoﬁsiliij/.' Responsible Finance Officer

35 RFO is employed.
Standing Orders and Financial Regulations are in place and reviewed as a min
imum annually.

Regular bank reconciliations.

Bad debts are reviewed regularly and can only be written off by Full Council.
Independent internal auditor appointed. Internal audit reports shared with Clerk
, Chair & Deputy of F&D & then to F&D committee

Annual Return completed for submission to the External Auditor.

All reports relating to expenditure and receipts are approved by the Council at
Finance & Delivery Committee

Year To Date budget sheets are also presented and approved by Council on a
monthly basis.

2

s
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Financial Monthly Low Medium 2

Failure to maintain an effective payments system. |Responsility: Responsible Finance Officer

326 To minimize the risk of loss. Determine responsibility for control of expenditure.
All payments supported by an invoice/voucher.
All details are checked and payment entered into a cash book or equivalent.
All payments are approved by Council and appendixed to minutes.
All cheques signed by at least two Signatories.
Signatories to endorse cheque counterfoils and check payments against invoic
es/payment vouchers.
All expenditure is subject to sound budgetary control.
Council has appointed Councillors as random audit checkers to ensure system
s are being followed by Council and staff.

Financial Monthly Low Medium 2

Failure to set a precept within sound budgeting arrangements. EReébohsility_. Responsfble Finance Officer

37 To ensure that the budget procedure is both efficient  Precept setting has been determined by Council and contained within Financial
and effective. Regulations, detailing responsibilities and timeframe. These are reviewed ann
ually.

Precept is set as a result of comprehensive budgeting detailing requirements f
or forthcoming year.

All charges made by the Council are reviewed.

Adequacy of all balances and reserves are reviewed as a minimum annually a
nd are available should there by a shortfall.

Effective budget monitoring is in place throughout the year, with year to date b
udget sheets presented to Council on a monthly or quarterly basis.
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Financial Annually Low Medium 2
Incorrect payment of salaries made ;F?spoﬁsility: Responsible Finance Officer
1145 Payroll is run by Finance Assistant and spot checked by RFO.
Financial Quarterly Low Medium 2
L oss of money through theft/misappropriation. :Responsility: ReTspohsib/e Finance Officer
38 To ensure that effective financial controls are in place. Determine responsibility for cash at all sources.
Council has internal controls and reviews efficiency and effectiveness of intern
al controls annually.
Receipts are issued for all income.
Secure arrangements are in place for all monies held prior to banking.
Proper arrangements are in place for prompt recording and banking of all cash
received.
Bank reconcilliation carried out by sales ledger on a monthly basis.
Council presented with financial reports on a monthly basis.
Council holds adequate fidelity guarantee insurance.
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Financial
Poor Financial Management

36 To ensure effective management of financial affairs of Responsibility for the management of the financial affairs of the Council has be
council. en established and is contained within Financial Regulations.
Standing Orders and Financial Regulations reviewed as a minimum on an ann
ual basis.

Clerk maintains an effective budgetary control/financial reporting system.
Council maintains an effective internal control system and internal audit.
Bad debts managed & reported to council via agreed process.

The list of leases are reviewed annually to check for renewals and rent reviews

Annually Low Medium

2

!Responsi/ity: Responsible Finance Officer

Financial Annually Low Medium 2
Risk to third party as a consequence of providing a service ?Respons}'lit)}.-_l? = bo-hsiblemf_fﬁer_ i
42 To protect interest of council. Appropriate insurance cover/policy is in force.
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Financial

That the District or County Council go bankrupt and/ or the loss ¢ ymmunity Infrastructure Levy

1141 Reviewed its general reserves

The council has agreed to seek to increase its revenue funds by £20k per finan
cial year.

The Investment Policy is also reviewed annually.

Annually Medium Medium 4 Yes

Respons:llty Respons;ble Finance Officer

e e -

Action by: Responsrble Flnance Off' icer
fActlon by date 31/07/2028

IActlon plan : ‘

|Status Ongomg 24/01/2024

\Status comments: This is an annual requ:rement intheb|
udget setting process

Completed by:

LCRS (Local Council Risk System)

Date:

Position:

No of Risks 15 No of risks 15 No of Action
scored: Plans:
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LCRS Step 3 - Risk report for GDPR

Sevenoaks Town Council

Your Duty = Duty to comply with the regulations. Assessment year: 2026
Act= Data Protection Act 2018 Scoring note:
Lo‘,” =7 Review Likelihood  Impact Your
Risk / Med/u.m =2 timing & of on action
ID Hazard /Requirement Control and High = 3 Responsibility  occurrence Council ~ Score required
Administration/Legal Annually Low Medium 2
Failure in complying with special protection for children. 'Respons_ilia Clerk N .
848 To have procedures and processes in place defining  There is special protection for the personal data of a child. The age when a chil
how to deal with special protection of data for childre  d can give their own consent is 13. If the Council requires consent from young
n under the age of 13. people under 13, the Council must obtain a parent or guardian’s consent in ord
er to process the personal data lawfully. Consent forms for children aged 13 pl
us must be written in language that they will understand.
The Council has safe guarding policies in place.
Administration/Legal Annually Low Medium 2
Failure in updating job description. ?Fies_po_nsility: Clerk '
852 To have the relevant officer's job description updated  The Council is the data controller and the relevant employee is the Data Protec

to reflect the role and responsibilities if appointed as t
he Council's DPO officer.

tion Officer (DPO). Itis the DPQO's duty to undertake an information audit and t
0 manage the information collected by the Council. The DPO must undertake a
n information audit which details the personal data held, where it came from, th
€ purpose for holding that information and with whom the Council will share tha
tinformation. This will include information held electronically or as a hard copy.

Information held could change from year to year with different activities, and s
o the information audit should be reviewed at least annuaily or when the condu
cted ahead of the review of this policy and the reviews should be minuted.

LCRS (Local Council Risk System)
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Administration/Legal Annually Low Medium 2
Failure to appoint a Data Protection Officer (DPO). Responsility: Clerk — * X =
849 To have an appointed Data Protection Officer (DPO)i The Council is the data controller and the Clerk is the Data Protection Officer (
n place to undertake regular information auditsand ¢ DPO). Itis the DPO's duty to undertake an information audit and to manage th
ontrol and manage the information collected by the C e information collected by the Council. The DPO must undertake an informatio
ouncil. n audit which details the personal data held, where it came from, the purpose f
or holding that information and with whom the Council will share that informatio
n. This will include information held electronically or as a hard copy.
information held could change from year to year with different activities, so the
information audit should be reviewed at least annually or when a change in acti
vity is noticed. All reviews should be minuted.
Administration/Legal Annually Low Medium 2
Failure to be registered with the ICO. ‘Responsility: Clerk l
850 To be registered with the ICO. The Data Protection Act 1998 requires every data controller, eg organisation, w
ho is processing personal information to register with the ICO, unless they are
exempt.
STC has to comply with Assertion 10 on the AGAR and this is audited annually.
There is a requirement to undertake a data audit regularly.
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Administration/Legal
Failure to display of a Privacy notice.

838
able for all relevant parties.

To have a fully drafted privacy notice. This to be avail Being transparent and providing accessible information to individuals about ho

w the Council uses personal data is a key element of the Data Protection Act 1
998 (DPA) and the EU General Data Protection Regulation (GDPR). The most
common way to provide this information is in a privacy notice. This is a notice t
o inform individuals about what a Council does with their personal information.
A privacy notice will contain the name and contact details of the data controller
and Data Protection Officer, the purpose for which the information is to be used
and the length of time for its use. It should be written clearly and should advise
the individual that they can, at any time, withdraw their agreement for the use
of this information. Issuing of a privacy notice must be detailed on the Informati
on Audit kept by the Council. The Council will adopt a privacy notice to use, alt
hough some changes could be needed depending on the situation, for exampl

Annually

Respon_silit}: Clerk

Low

Administration/Legal
Failure to have a GDPR document.

855 To have a GDPR document.

The Council/DPQ is required to produce a GDPR policy document. This shoul
d be reviewed at least annually or when further advice is issued by the ICO.

Annually
-I_?ejspbh_sflity: Clerk

Low

LCRS (Local Council Risk System)
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839

Administration/Legal
Failure to have a Privacy notice on-line.

To have a privacy notice available on line.

Being transparent and providing accessible information to individuals about ho
w the Council uses personal data is a key element of the Data Protection Act 1
998 (DPA) and the EU General Data Protection Regulation (GDPR). The most
common way to provide this information is in a privacy notice. This is a notice t
o inform individuals about what a Councit does with their personal information.
A privacy notice will contain the name and contact details of the data controiler
and Data Protection Officer, the purpose for which the information is to be used
and the length of time for its use. It should be written clearly and should advise
the individual that they can, at any time, withdraw their agreement for the use
of this information. Issuing of a privacy notice must be detailed on the Informati
on Audit kept by the Council. The Council will adopt a privacy notice to use, alt
hough some changes could be needed depending on the situation, for exampl

Annually

%Resprc;nsility:—&fibé manager

Low

Medium

2
= _ el |
N |

840

Administration/Legal
Failure to have a privacy notice review process.

To have privacy notice review policy in place and agr
eed by the Council.

Being transparent and providing accessible information to individuals about ho
w the Council uses personal data is a key element of the Data Protection Act 1
998 (DPA) and the EU General Data Protection Regulation (GDPR). The most
common way to provide this information is in a privacy notice. This is a notice t
o inform individuals about what a Council does with their personal information.
A privacy notice will contain the name and contact details of the data controller
and Data Protection Officer, the purpose for which the information is to be used
and the length of time for its use. It should be written clearly and should advise
the individual that they can, at any time, withdraw their agreement for the use
of this information. Issuing of a privacy notice must be detailed on the Informati
on Audit kept by the Council. The Council will adopt a privacy notice to use, alt
hough some changes could be needed depending on the situation, for exampl

Annually
iResponsility: Clerk

Low

Medium

2

LCRS (Local Council Risk System)
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Administration/Legal Annually Low Medium 2

Failure to have an up to data procedures up to date. ﬁesponéi/ity: Clerk p——
843 To have up to date data procedures and processessi Information held and legal requirements could change so the DPO/Council sho
n place for full GDPR compliance. uld have up to date data procedures and processes in place. These should be

reviewed and updated regularly which will ensure full GDPR compliance.

Administration/Legal Annually Low Medium 2

Failure to have consent form available. 'I_R’ésponsility.' Office manager_ I

842 To have a consent form available on-line and in paper You may need to gather a range of different consents to cover the range of dat
form for access by all relevant parties. a processing communications that the Council carries out. This should be achi
eved by the aid of a consent form/s. These forms should be kept to ensure yo

u have evidence that consent has been obtained.
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Administration/Legal

Annually Low Medium 2
Failure to have consent of data owners.

iﬁesponsility: Clerk

841 To have all relevant consent in place. You may need to gather a range of different consents to cover the range of dat
a processing communications that the Council carries out. This should be achi
eved by the aid of a consent form/s. These forms should be kept to ensure yo
u have evidence that consent has been obtained.

Administration/Legal

Annually Low Medium 2
Failure to have data protection included in the Council’s Risk Management Policy.

I%Responsi/ity: Rc;—sp—onsileé Finance Officer l

853 To ensure that the council's risk management policy r  To ensure that the Council's risk management policy reflects the requirements
eflects the requirements of the data protection (GDP  of the data protection (GDPR) legislation.
R) legislation.
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Administration/Legal

Failure to identify what data is held and processed by the council.

831 To have a fully completed audit showing checks take
n place and listing all data held electronically and non
electronically.

The Council is the data controller and the relevant officer is the Data Protection
Officer (DPO). Itis the DPO's duty to undertake an information audit and to m
anage the information collected by the Council. The DPO must undertake an in
formation audit which details the personal data held, where it came from, the p
urpose for holding that information and with whom the Council will share that in
formation. This will include information held electronically or as a hard copy.
Information held could change from year to year with different activities, so the
information audit should be reviewed at least annually or when a change in acti
vity is noticed. All reviews should be minuted.

Administration/Legal
Failure to put procedures in place to fix any data breach.

847 To have procedures and processes in place defining
what to do in case of a data breach, including how to
fix this.

One of the duties assigned to the DPO is the investigation of any breaches. Pe
rsonal data breaches should be reported to the DPO for investigation. The DP
O will conduct this with the support of the Council. Investigations must be unde
rtaken within one month of the report of a breach. Procedures are in place to d
etect, report and investigate a personal data breach. The ICO will be advised o
f a breach (within 3 days) where it is likely to result in a risk to the rights and fre
edoms of individuals - if, for example, it could result in discrimination, damage t
o reputation, financial loss, loss of confidentiality, or any other significant econo
mic or social disadvantage. Where a breach is likely to result in a high risk to th
e rights and freedoms of individuals, the DPO will also have to notify those con
cerned directly.

LCRS (Local Council Risk System)

Annually Low Medium 2
Respor?s?/ity: Clerk B

Annually Low Medium 2
‘Responsility: Clerk - .
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Administration/Legal Annually Low Medium 2
Inability to correct data errors. :'ie;por}s_/ﬁt‘};'éﬁ_rk
845 The ability to correct any data errors and record/logt  GDPR gives individuals rights with some enhancements to those rights already
hese amendments. Also, to have a process in place t in place, the right to be informed of the right of access, the right to rectification,
o inform the user that data has been amended. the right to erasure, the right to restrict processing, right to data portability, the
right to object, the right not to be subject to automated decision-making includi
ng profiling. The two enhancements of GDPR are that individuals now have a
right to have their personal data erased (sometime known as the 'right to be for
gotten') where their personal data is no longer necessary in relation to the purp
ose for which it was originally collected and data portability must be done free
of charge. Data portability refers to the ability to move, copy or transfer data ea
sily between different computers.
Administration/Legal Annually Low Medium 2
Inabitity to delete data. :Resp-c;;.zs-ifimﬂ; - =
846 The ability to delete a user's data and record/log this  If a request is received to delete information, then the DPO must respond to thi
action. Also have a process in place to inform the us s request within a month. The DPO has the delegated authority from the Coun
er that data has been removed/deleted. cil to delete information. If a request is considered to be manifestly unfounded
then the request could be refused or a charge may apply. If a charge is applied
this should be detailed in the Council's web site. The Council should be inform
ed of such requests.
Sheet 101 02 Jul 2026
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Administration/Legal Annually Low Medium 2
Non availability for owner to view their data. |Responsility: Clerk e - ]
844 The ability to allow the data owner to view their own d GDPR gives individuals rights with some enhancements to those rights already
ata held by the Council. in place, the right to be informed of the right of access, the right to rectification,
the right to erasure, the right to restrict processing, right to data portability, the
right to object, the right not to be subject to automated decision-making includi
ng profiling. The two enhancements of GDPR are that individuals now have a
right to have their personal data erased (sometime known as the 'right to be for
gotten’) where their personal data is no longer necessary in relation to the purp
ose for which it was originally collected and data portability must be done free
of charge. Data portability refers to the ability to move, copy or transfer data ea
sily between different computers.
Administration/Legal Annually Low Medium 2
Non compliance of Council members and contractors. :R_es;o_nsilitﬁlar T
856 That all employees, volunteers, councillors and contr  GDPR requires that everyone within the Council must understand the implicati
actors understand how to comply with GDPR regulati ons of GDPR and that roles and duties must be assigned. All employees, volu
ons. nteers, councillors and contractors are expected to comply with this policy at all
times to protect privacy, confidentiality and the interests of the Council.
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854

Administration/Legal
Non compliance of Council to manage the process.

That the Council manage the GDPR process.

The Council is the data controller and the relevant officer is the Data Protection
Officer (DPO). Itis the DPO's duty to undertake an information audit and to m
anage the information collected by the Council. The DPO must undertake an in
formation audit which details the personal data held, where it came from, the p
urpose for holding that information and with whom the Council will share that in
formation. This will include information held electronically or as a hard copy. |

nformation held could change from year to year with different activities, and so
the information audit should be reviewed at least annually or when the conduct
ed ahead of the review of this policy and the reviews should be minuted.

Annually Low Medium

2

Responsility: Clerk
L : =

851

Administration/Legal
Non display of this policy on the Councils web site.

To have our Privacy notice available on-line for gener
al access/viewing.

Being transparent and providing accessible information to individuals about ho
w the Council uses personal data is a key element of the Data Protection Act 1
998 (DPA) and the EU General Data Protection Regulation (GDPR). The most
common way to provide this information is in a privacy notice. This is a notice t
o inform individuals about what a Council does with their personal information.
A privacy notice will contain the name and contact details of the data controller
and Data Protection Officer, the purpose for which the information is to be used
and the length of time for its use. It should be written clearly and should advise
the individual that they can, at any time, withdraw their agreement for the use
of this information. Issuing of a privacy notice must be detailed on the Informati
on Audit kept by the Council. The Council will adopt a privacy notice to use, alt
hough some changes could be needed depending on the situation, for exampl

Annually Low Medium

:Responsility. Office mana_ger

LCRS (Local Council Risk System}
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Administration/Legal Annually Low Medium 2
Non identification of how long the data held. [RespoFsility: Clerk —
835 The ability to identify how long the data has been hel  The Council is the data controller and the relevant officer is the Data Protection
d by the Council and review if holding this data is still ~ Officer (DPO). It is the DPQ's duty to undertake an information audit and to m
required and if not can be deleted. anage the information collected by the Council. The DPO must undertake an in
formation audit which details the personal data held, where it came from, the p
urpose for holding that information and with whom the Council will share that in
formation. This will include information held electronically or as a hard copy. |
nformation held could change from year to year with different activities, and so
the information audit should be reviewed at least annually or when the conduct
ed ahead of the review of this policy and the reviews should be minuted.
Administration/Legal Annually Low Medium 2

Non identification of security and controls of data held.

837 To record and identify what security and controls are i
n place to the secure the data.

The Council is the data controller and the relevant officer is the Data Protection
Officer (DPO). itis the DPO's duty to undertake an information audit and to m
anage the information collected by the Council. The DPO must undertake an in
formation audit which details the personal data held, where it came from, the p
urpose for holding that information and with whom the Council will share that in
formation. This will include information held electronically or as a hard copy.
Information held could change from year to year with different activities, so the
information audit should be reviewed at least annually or when a change in acti
vity is noticed. All reviews should be minuted.

l’R_esﬁohsi/iry: Clerk

LCRS (Local Council Risk System)
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Administration/Legal
Non identification of who holds and can access the data

The Council is the data controller and the relevant officer is the Data Protection
Officer (DPQ). ltis the DPO's duty to undertake an information audit and to m
anage the information collected by the Council. The DPO must undertake an in
formation audit which details the personal data held, where it came from, the p
urpose for holding that information and with whom the Council will share that in
formation. This will include information held electronically or as a hard copy.
Information held could change from year to year with different activities, so the
information audit should be reviewed at least annually or when a change in acti
vity is noticed. All reviews should be minuted.

Annually
?Res;Jo_ngiiity: Clerk

Low

836 To record and identify all data held and who can acce
ss it.
Completed by: Date:

LCRS (Local Council Risk System)

Position:

No of Risks 23

Sheet 105

No of risks 23
scored:

Medium 2
No of Action
Plans:
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LCRS Step 3 - Risk report for Gifts

D

314

Your Duty = Power to accept gifts
Act= Local Government Act 1972, s 139
Risk /
Hazard  /Requirement

Administration/Legal
Failure to notify/record gifts.

To protect interest of council and members.

Control

Ensure that all stafffmembers are aware of responsibilities.
Maintain gift register.
Record natification of gifts in minutes

Scoring note:

Low=1
Medium =2
and High =3

Sevenoaks Town Council

Assessment year: 2026

Completed by: Date:

LCRS (Local Council Risk System)

Position:

Review Likelihood  Impact Your
timing & of on action
Responsibility occurrence Council Score required
Annually Low Low 1
'éespoﬁsi}it}: Clerk -
No of Risks 1 No of risks 1 No of Action
scored: Plans:
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LCRS Step 3 - Risk report for Investments

Your Duty =

Act= Trustee Investments Act 1961, s 11

Risk /
ID Hazard /Requirement

Administration/Legal
Maintenance of Investment Register

167 To maintain proper records.

Power to participate in schemes of collective investment

" Scoring note:

Low=1
Medium = 2
and High =3

Controf

Determine responsibility for maintenance of investment register/ funds balance

Each investment has its own nominal code.
Maintain effective internal audit.

Sevenoaks Town Council

Assessment year: 2026

Review Likelihood  Impact Your

timing & of on action

Responsibility occurrence Council Score required
Annually Low Medium 2

gR?sﬁonsility: Respohsible Finance Officer

Financial
Failure to review interest rates etc.

166 To maximize return on investments.

Determine policy and responsibility for investment of Council funds.
Carry out regular review to ensure maximum return is achieved.
Maintain effective internal audit.

Annually review the Investment Strategy

Annually Low Medium 2

-Rgsp_oﬁsilftyj?@dnsible Finance Officer

LCRS (Local Council Risk System)
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Financial
Financial Loss i.e. theft

164 To minimize risk arising from theft/misappropriation.

Annually Low Medium 2

-Resﬁsﬁity: Responsible Finance Officer

L — — — I —

Determine policy/responsibility for investment.

Ensure that investment / transfer / withdrawal of funds are subject to Council a
pproval.

Ensure that all fransactions are subject to counter signatures of clerk/authorise
d signatories.

Arrange regular reporting to the Council or relevant committee.

Financial
Inappropriate investment

165 To ensure integrity of investment.

Annually Low Medium 2

EResponsility: Resﬁdnsible Finance Officer
Define policy and responsibility for investment of Council funds.
Ensure regular report to Council.
Comply with STC investment policy.

Policy reviewed annually.

Completed by: Date:

LCRS (Local Council Risk System)

ition: No of Risks 4 No of risks 4 No of Action 0
Position: scored: Plans:
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LCRS Step 3 - Risk report for Land

Power to acquire by agreement, to appropriate, to dispose of land

Your Duty =
Power to accept gifts of land
[ Scoring note:
Act= Local Government Act 1972 s 124, 126, and 127, Local Government Act 1972's 139 Low =1
Risk / | Medium=2
ID Hazard /Requirement Control and High = 3

Administration/Legal

Maintenance and Security of Deeds of ownership etc.

162 To ensure security of records.

Determine responsibility for security.

Ensure that all deeds and relevant documentation held in fireproof cabinet/safe

or otherwise deposited with appropriate third party for safe keeping.
Maintain a copy of each deed for administrative purposes.
Requirement to register all land by 2025

Where possible paper and electronic copies are also held.

Sevenoaks Town Council

Assessment year: 2026

Your

Review Likelihood  Jmpact
action

timing & of on

Administration/Legal
Maintenance of Asset Register

163 To ensure that all assets of the council are properly re Define responsibility for maintenance of an asset register.

corded.

Ensure that all purchases/ disposals are accurately and promptly recorded.
All assets of the Council are listed on an Assets Register which is updated on a

n annual basis and cross referenced with the insurance schedule.
All items valued at over £100 are included.

Responsibility occurrence Council  Score required
Annually Low Medium 2
\Responsility: Deputy Clerk o) L i
Annually Low Medium 2

:Régpgnéﬁ?ty:- Rgsﬁhgbl_e Finance Officer

LCRS (Local Council Risk System)
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Environmental
Fly tipping

158 To minimize risks associated with fly tipping.

Define policy/responsibility for site control/security.

Enforce conditions of tenancy agreement.

All Council owned land is inspected on a regular basis.

Members of the public are encouraged to report any issues they identify.

The Council will address any issues as they arise.

The Council will liaise with the police and/or other authorities where necessary.

Annually Low Medium

'Résponsility: OSL manager

2

Environmental Annually Low Medium 2
Maintenance of land including grass cutting gResponsi.Iity:-OSL manager )
156 To ensure that council assets are properly maintaine  Define responsibility for maintenance and ensure that a planned programme is
d. in place.
Ensure that any service contracts are properly signed and sealed.
Maintain adequate records of inspection to ensure that maintenance has been
properly carried out and recorded.
Work is inspected on a random and regular basis to ensure the contracts are b
eing adequately fulfilled, with action taken to remedy any issues when and whe
re identified.
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Environmental Annually Low Medium 2

Vandalism . Responsility: OSL manager
157 To minimise the risk of loss/damagefinjury arising fro  Land is inspected on a regular basis.
m vandalism. Security is reviewed regularly and local police are consulted as and when requi
red.

The Council will instigate legal action against perpetrators where appropriate.

Financial Annually Low Medium 2

Failure to collect income ‘Responsility: Responsible Finance Officer ]

161 To minimize risk of loss. Maintain records of all rents, tithes etc. due from land holdings.
Ensure that conditions of contracts are adhered to.
Clerk responsible for collection of income
All income due to the Council and received is properly recorded.
Issue receipts for all income received.
Follow defined procedure for reminders in respect of unpaid accounts
Take appropriate recovery action where necessary.
Write off irrecoverable sums to be subject to Council approval.
Arrange appropriate internal/external audit testing.
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Financial Annually Low Medium 2
Failure to review rents and other charges 'l_?esf)or-ré—ility: Re_sponsible Finance Officer: |

160 To ensure that all rents and charges are subjecttore  All rents and charges are subject to review as part of the budgetary process.
view. Contractual conditions for review of land rents etc. are strictly adhered to.
Financial

Annually Low 2
Inadequate budget provision Responsility: Responsible Finance Officer

159 To ensure proper budget provision. Ensure that all anticipated income/costs are provided for in Budgetary process.
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Annually Low Medium 2

Physical . _
Maintenance of fences, hedges, gates, footpaths etc. ?R_es;)gngility: OSL_manager = |
e - = e o _ Ty
152 To ensure proper maintenance of council owned asse Define responsibility for maintenance and ensure that a planned programme is
ts. in place.
Ensure that any service contracts are properly signed and sealed.
Maintain adequate records of inspection to ensure that maintenance has been
properly carried out and recorded.
All works undertaken by contractors are randomly and regularly inspected to e
nsure that maintenance has been properly carried out, with action taken to rem
edy any non-compliant issues identified.
Physical Monthly Low Medium 2
Maintenance of furniture iEe;;o-r;s;Ilty OSL maEager o e |
154 To ensure proper maintenance of council assets. Determine responsibility for maintenance and ensure that a planned programm
e isin place.
Arrange regular inspection of seats etc and maintain adequate records of inspe
ction. Arrange for prompt repairs to damage.
Ensure that any service contracts are place.
All public furniture owned by the Council are listed on the Assets Register.
Sheet 113 02 Jul 2026
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Physical Annually Low Medium 2
Public/Personal Injury 'R_es_p_onsilit}:_Clerk =
151 To minimize risk of injury. Ensure that all staff have appropriate training and adhere to approved working
practices.
Ensure that the correct, properly maintained tools/equipment are available as a
ppropriate.
Ensure that all appropriate disclaimer notices, warning signs etc. are in place.
Ensure that any risks to the public are minimised and eliminated wherever pos
sible.
Maintain records of training.
Maintain records of any injuries.
Define responsibility in job descriptions etc.
Ensure that the Council holds adequate insurance cover.
Physical Annually Low Medium 2
Security of equipment Responsility: OSL manager o
153 To ensure that proper security arrangements are in pi  Define policy for security of premises and equipment.
ace. Determine responsibility for security/control of equipment.
Ensure effective security arrangements in place.
Maintain asset register.
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Annually Low Medium 2

Physical

Unauthorised access/trespass %Responsilfty: Clerk

Council has policies in place for access to land.

155 To maintain security of council assets.
Appropriate signage is in place.
Council liaises with local police as and when required.
The Council will instigate appropriate action against offenders.
. . PR No of Risks 13 Noof risks 13 No of Action
Completed by: Date: Position: - o
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LCRS Step 3 - Risk report for Litter

Your Duty = Powaer to provide receptacles. Power to take enforcement action against those that litter.

Sevenoaks Town Council

Assessment year: 2026

Act= Litter Act 1983, s 5 and 6 and Cleaner Neighbourhoods and Environment Act 2005 | Scoring note:
Low =1 Review Likelihood impact Your
Risk / Medium =_2 timing & of on action
ID  Hazard  /Requirement Control [ and High = 3 Responsibility occurrence Council Score required
Administration/Legal Monthly Low Medium 2
Inefficient service provision Re_s;_Jon_silthy: Oam —_ B
7 To employ trained/experienced personnel. Ensure that staff & volunteers have appropriate training.
Ensure that staff & volunteers are aware of all health & safety issues
All staff have a written contract of employment.
Protective clothing and personal safety equipment issued to all operational staf
f & volunteers
Environmental Annually Low Medium 2
Inappropriate location of litter bins Responsility: OSL manager
3 To determine location for best use. Define Council policy and plan for location of bins.
Carry out periodical review.
Sheet 116 02 Jul 2026
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Environmental Annually Low Medium 2

Unauthorised Fly posting/nuisance. : ﬁa)as;lit:v'béL manager
I )

5 Define policy on fly posting
Maintain liaison with enforcement agencies.
Take action as appropriate against offenders.

Environmental Annually Low Medium 2
Vandalism/theft/damage Responsility: OSL manéger PR

To minimise the risk of loss/damagefinjury arising fro  Review security and monitor all areas on a regular basis.

m vandalism. Maintain liaison with local enforcement agencies.
Define a policy for dealing with anti-social behaviour.
Instigate legal action against perpetrators where appropriate.
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Financial

Annually
i/j’esponsility:
6
Financial Annually
;r“?esponsility: L el
. b _ = .
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Physical
Failure to empty

To maintain high standard of service provision.

Define responsibility for clearing bins.

Implement effective programme.

Ensure appropriate plans in place for emergency/overflow situation.
To adhere to Simpler Recycling Regulations.

Monthly

iResponsiIity: OSL manager

Low

Medium 2

Completed by:

LCRS (Local Council Risk System)

Date:

Position:

No of Risks 7

Sheet 119

No of risks 5
scored:

No of Action
Plans:
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LCRS Step 3 - Risk report for Markets

Your Duty = Power to establish or acquire by agreement markets within their area and provide a market place and

market buildings.

Sevenoaks Town Council

Assessment year: 2026

| Scoring note:
Act=Food Act 1984, s50 b ,
s Review Likelihood  Impact Your
Risk / Medium = 2 timing & of on action
ID  Hazard  /Requirement Control and High =3 Responsibility occurrence Council  Score required
Administration/Legal Annually Low 2
Agreements with stall holders. R_éépc;nsil_ity: Markets/ OSL Clerk
146 To ensure proper administration of market. Ensure that a signed agreement is in place as a pre-requisite to market stall oc
cupation.
Make appropriate arrangements in respect of casual users.
Maintain a register of stall holders.
Administration/Legal Annually Low 2
Contracts with Service providers ie Waste disposal IF\’espons_ility.. Markets/ OSL Clerk
1 To ensure that proper arrangements are in place. Ensure that all signed contracts are in place.
Check that insurance requirements etc are being met.
Enforce conditions of contract.
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Administration/Legal Annually Low Medium 2
3 g R T Lo R e e .
Inadequate insurance cover iﬁespons:llty. Responsible Finance Officer :

147 To ensure that appropriate insurance cover is in place Define Council policy for insurance.
Ensure that appropriate cover is held for all statutory and other risks.
Arrange periodical review.

Environmental Monthly Low Medium 2
Inadequate cleaning of market premises. i;?espo_nsility: Markets/ OSL Clerk N
ot ="y
141 To maintain high standard of service provision. Determine responsibility for cleanliness/hygiene of premises.

Maintain a maintenance log/cleaning regime.

Enforce conditions for stall holders.

Arrange for periodical check.

Ensure all food suppliers registered with Environmental health
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Environmental

Weekly Low 2
Rubbish accumulation 'Résponéility: OSL méhgg;er
142 To maintain high standard of cleanliness and minimis  Define responsibility for cleanliness/hygiene of premises.
e risk. Maintain a maintenance log/cleaning regime.
Arrange for periodical check.
Environmental Annually Low 2
Vandalism (Responsility: OSL manager
143 To minimise the risk of loss/damagefinjury arising fro  Maintain efficient and effective security.
m vandalism. Maintain liaison with local enforcement agencies.
To minimise the impact on service provision. Take action as appropriate against offenders.

LCRS (Local Council Risk System)
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Financial
Failure to collect income

145 To maximize income and minimize the risk of loss.

Annually Low Medium 2

‘ReSpOHSIIIty Respons:ble Finance Officer

Actlon by Responsnble Finance Officer

Determine responsibility for collection of income. *Act;on by date: 30/09/2022

Ensure that all income due to the Council and received is properly recorded. {Action plan: Ensure income |s collected avaReD an%
Issue receipts for all income received. Iew stall holders

Arrange for prompt banking of receipts. |

Ensure procedures are in place for issue of reminders for unpaid accounts. Fo -
llow defined procedure for reminders.

Take appropriate recovery action where necessary.

Arrange appropriate internal audit testing.

Council approval required for write-off on any bad debts.

Financial
Failure to review charges

144 To ensure that all charges are reviewed annuaily.

Annually Low Medium 2

IResponsrhty Respons:ble Finance Officer

|Act|oh by Responsuble Flnance Officer
Ensure that all charges are reviewed as an integral part of the budgetary proce ‘Action by date 30/09/2023

S2: Actlon plan Ensure Market charges are added to annual
drewew of council charges

Igtéﬁ,;éor}bletéd - 24/01/2024.

|Status comments: Th/s is an annual reqwrement

LCRS (Local Council Risk System)

Sheet 123 02 Jul 2026



Financial
Inadequate budget provision

340 To ensure proper finangial provision.

Ensure that service income/expenditure is detailed in budgetary process.

Annually Low Medium 2

;Resporgi/ity: Responsible Finance Officer N

Physical

135

Annually N/A N/A 0

“Respo'nsill:ty:h

LCRS (Local Council Risk System)
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Physical Monthly Low Low 1
Encroachment by stallholders ;Résponswl:i/'.ty.: Markets/ OSL Clerk T B
139 To control market stall size. Ensure that the size of market stalls is defined in rental agreement/register.
Carry out regular inspections to ensure that actual size does not exceed that a
pproved.
Define Council policy and apply additional charges/take action against offender
s where applicable.
Physical Monthiy Low High 3
Fire Responsility: Clerk - ":I
| — — —
352 To safeguard against fire risk. Ensure Health/Safety testing complete.
Ensure appropriate staff training
Provide for strict security/control of combustible materials held by Council.
Provide appropriate extinguishers etc.
Ensure appropriate signage in place.
Ensure appropriate regulations/controls in hire documentation.
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Physical Monthly Low Medium 2
Maintenance of equipment Responsility: Town Wardens Il ]
136 To ensure proper maintenance of equipment and mini  Define responsibility for equipment maintenance and ensure any necessary tra
mize loss/damagefinjury. ining is complete.
Ensure that where appropriate proper maintenance contracts are in place.
Ensure that all equipment is properly maintained through regular inspection/ser
vicing.
Physical Quarterly Low Medium 2
Maintenance of market iResﬁoﬁsileFoWn Wardens
134 To ensure proper maintenance of property and minimi Determine responsibility for maintenance.
ze loss/damagefinjury. Carry out regular inspections of all premises.
Maintain detailed records of all work scheduled/completed.
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Daily Low Low 1

Physical
Occupation of Unauthorised stalls EﬁésF—or;s_ilit‘y: Markets/ OSL Clerk R
138 To control market stall occupation and maximise inco  Maintain register of approved stall holders.
me. Carry out regular inspection of market sites.
Instigate action against offenders.
Physical Daily Low High 3
Public/Personal Injury IResponsility: Town Wardens : w“—'_—I
1 - — T — - — —
137 To minimize the risk of injury. Define responsibility for all areas of the market operation.
Ensure that appropriate regulations/controls are in place to minimise the risk of
injury to all market users.
Arrange regular site inspection to ensure that defined standards are being mai
ntained.
Take action where necessary against offenders.
Completed by: Date: Position: No of Risks 18 No of risks 16 No of Action
' ' scored: Plans:
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LCRS Step 3 - Risk report for Meeting of the Council

Sevenoaks Town Council

Your Duty = Duty to meet Assessment year: 2026
Act= s 12 Local Government Act 1972 Scoring note:
Low =1 Review Likelihood  Impact Your
Risk / Medium =& timing & of on action
ID  Hazard /Requirement Control | andHigh=3 Responsibility occurrence Council Score required
Administration/Legal Monthly Low 2
Failure to comply with new Regulations /Legislation :R?egéo}v_s:ﬂ.'_c_lérk ) DR M
33 All Meetings open to everyone. Clerk to keep up to date with changing regulations/legislation and undertake tr
aining as required.
Council to ensure membership of appropriate local/national assaciations is mai
ntained.
Council to continue to subscribe to appropriate publications.
Encourage staff networking.
Clerk to undertake CPD and training as and when required/appropriate.
Poster is displaying regarding the recording of meetings.
Administration/LLegal Monthly Low 2

Failure to meet statutory duty on meetings

31 All Meetings open to everyone.

All notices are posted in the prescribed places 3 clear days prior to any meetin
g.

All Councillors are notified of Meetings by way of a summons and agenda.
Minutes of all meetings are taken and kept.

Attendance records are maintained.

All meetings comply with LGA 1972. Town Clerk & Assistant Clerk are CiLCA q
ualified.

'Respon'sility: Clerk o .

LCRS (Local Council Risk System)
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Administration/Legal Quarterly Low Medium 2
Failure to report Council business in Minutes ' 5i?73épcﬁﬂi7y:_8eni5r_éar;1miitee Clerk e =
32 Proper recording of council minutes. Ensure proper, timely and accurate recording of Council business in the minute

S.

Minutes drafted within 7 days of meeting taking place.

All minutes comply with the requirements of LGA 1972.

Resolutions clearly identifiable. Accurate minute numbering, signed and pagina
ted.

Maintain security of master copy.

Administration/Legal Annually Low Medium 2
Failure to respond to the elector's wish to exercise its rights }@par;s}iil‘_}/?alérk__m" T j
(. S — .. 8
34 All Meetings open to everyone. Ensure members and staff are aware of Electors’ Rights.
Ensure that time is set aside prior to the start of each meeting for members qu
estions and comments.
Follow procedures for dealing with enquiries.
Increase awareness of accessibility of the Council to the public.
i ] No of Action
Cc le bv: . TTRR No of Risks 4 No of risks 4
ompleted by Date: Position: & .
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LCRS Step 3 - Risk report for Newsletters

Assessment year: 2026

Likelihood
of

occurrence Score required

Sevenoaks Town Council
Your Duty = Power to provide information relating to matters affecting local government
Act= Local Government Act 1972, s 142 " Scoring note: |
Lo%/v =1 Review
Risk / Medlu_m =2 timing &
ID  Hazard  /Requirement Control and Higi =3 Responsibility
Administration/Legal As and when
Defamation

130

Res;_)bnsi/ity.' Clerk
To minimize associated risk.

Allinput is subject to careful check by Lead Councillor and Officers before goin
g to print.

Arrange for professional examination of any sensitive material.
Ensure that adequate insurance cover is held.

Administration/Legal

Low

Failure to meet minimum requirement for quality status

Quarterly
132

Low
\Responsility: Clerk
To mest required standard, Arrange testing/ assessment of input to ensure that requirement is met.

LCRS (Local Council Risk System)
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Administration/Legal As and when Low Medium 2

Failure to meet statutory obligation re non - political content ' ?Respons_ilityzllerk

131 To meet required standard. Ensure that content of newsletter is carefully tested to ensure that statutory req
uirement is met.

Environmental Quarterly Low Medium 2
Failure to deliver and litter i‘Responsility? Clerk N
128 To minimise litter arising from newsletter distribution.  Test distribution arrangements.
Take appropriate action against offenders.
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Financial Annually Low Low 1
Failure to collect income from advertising etc 'Responsility: Responsible Finance Officer e
129 To maximise income and minimize loss. Determine responsibility for collection of income.
Ensure that all income due to the Council and received is properly recorded.
Ensure receipts are issued for all income received.
Arrange for prompt banking of all income.
Ensure procedures are in place for issue of reminders for unpaid income.
Follow defined procedure for reminders.
Ensure Council approval for write-off on any bad debts.
Ensure audit testing procedures are in place.
Financial Annually Low Medium 2
Inadequate budget provision Responsility: Responsible Finance Officer
341 To ensure review of service requirement. Ensure that service requirements are included in budgetary process.
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Physical
Non production of newsletter

127

Clerk responsible for ensuring all publication deadlines are met.

Contracts with printers are agreed.

Monitor performance to ensure that contract conditions/obligations are met.

Enforce contract conditions.

Quarterly Low

Responsility: Clerk

Completed by:

LCRS (Local Council Risk Systern)

Date:

Position:

No of Risks 7 No of risks 7
scored:
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LCRS Step 3 - Risk report for Open spaces
Your Duty = Power to acquire land and maintain

Act= Public Health Act 1875, s 164 and Open Spaces Act 1906 s 9 and 10

_SEoring note:
Low=1
Risk / MediL{m =_2
ID  Hazard /Requirement Control and High = 3
Administration/Legal
Absence of agreements with users, permits etc
126 To facilitate control of facilities. Ensure that signed contracts/agreements/permits are in place where necessar

Y.
Maintain a register of users.
Maintain register of leases, licences & renewal dates - Finance Officer

Sevenoaks Town Council

Assessment year: 2026

Review Likelihood  Impact Your

timing & of on action

Responsibility  occurrence Councit  Score required
Annually Low 2

I'I?\’esponsiliz‘y: OSL manager - _ |

Administration/Legal
Unauthorised encampments

1137 To protect against unauthorised encampments & ens  Barriers maintained at vuinerable sites.
ure that any are dealt with promptly Procedure in place for dealing with any unauthorised encampments that do oc
cur.

Annually Low 2

?Responsility: OSL manager I

LCRS (Local Council Risk System)
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Environmental i Weekly Low Medium 2
Fly tipping Responsility: OSL manager -
121 To minimise the impact of fly tipping and associated h  Carry out regular site inspections.
ealth/safety risk. Arrange for safe disposal facility.
Ensure any hazardous substances are properly dealt with.
Maintain liaison with local enforcement agencies.
Enforce regulations/bye-laws as appropriate.
CQOSHH Training
Environmental As and when Low Medium 2
Pollution ‘Responsility: OSL manager o
[
122 To minimize risk/complaint arising from pollution atce Carry out regular site inspections.

uncil owned facilities.

Record all complaints received and ensure that they are investigated and prom

pt action taken where appropriate.
Liaise with local enforcement agencies.

LCRS (Local Council Risk System)
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Environmental
Vandalism

368 To minimise the risk of loss/damagef/injury arising fro
m vandalism.
To minimise risk arising from anti-social behaviour,

Take reasonable action to maintain security of sites.
Arrange for regular site visits.

Maintain liaison with local enforcement agencies.
Define policy for dealing with offenders.

Monthly Low Medium

2

|Responsility: OSL managér o

Financial Monthly Low Medium 2
Failure to collect all income due to the council éResponsility.' Responsible Finance Officer -
124 To maximise income and minimize risk of loss. Responsible Finance Officer is responsible for collecting income.
Ensure that all income due to the Council and received is properly recorded.
Issue receipts for all income received.
Arrange prompt banking of all income.
Follow defined procedure for reminders in respect of unpaid accounts.
Take appropriate recovery action where necessary.
Maintain appropriate internal control and internal audit testing.
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Annually Low Medium 2

Financial
Failure to review charges - - Responsility: Responsible Finance Officer
123 To ensure that all charges are reviewed annually. Ensure that all charges are reviewed as an integral part of the budgetary proce
ss.
Financial Annually Low Medium 2
Inadequate budget provision ,Responsil;E/Ti:\’eéponsible Finance Officer
125 To ensure proper financial provision. Ensure that service income/expenditure is detailed in budgetary process.
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Physical

Failure to provide adequate staff training in the use of dangerous machinery and the handling of dangerous substances.

779 To ensure that all staff have appropriate training.

Determine Council policy for training.

Ensure that all staff receive appropriate training where necessary.

Ensure that any necessary licences, certificates for use have been obtained.
Maintain records of training provided.

Quarterly Low Medium

Responsility: OSL manager

Physical Quarterly Low Medium 2
Injury to public or employees as a result of defective vehicles or machinery. 3Res;50nsility: OSL ma_na_gie_r_ o '
780 To ensure that any conditions that might lead to perso Ensure that all staff have appropriate training and adhere to approved working
nal injury are minimised and properly controlled. practices.

Ensure that the correct, properly maintained equipment is available as appropri
ate.

Ensure that any risks to the public are minimised and eliminated wherever pos
sible.
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Physical ' _ Annually Low Medium 2

Personal injury. . "Responsility: OSL manager
17 To minimize the risk of personal injury to persons usin Ensure that appropriate regulations/controls are in place to minimise the risk of
g council facilities. injury to all facility users.
Arrange regular site inspection to ensure that defined standards are being mai
ntained.

Ensure that, where necessary, appropriate signage is in place and detailed rec
ords maintained.
Ensure that appropriate insurance cover is in place.

Physical Annually Low Medium 2
Property Maintenance ;Res;gaﬁsi/ity: dsi}—amm T
[ =
118 Top ensure that all council assets are properly mainta Ensure that appropriate regulations/controls are in place to minimise the risk of
ined. injury to all facility users.
Arrange regular site inspection to ensure that defined standards are being mai
ntained.

Ensure that, where necessary, appropriate signage is in place.
Maintain detailed records.
Ensure appropriate insurance cover is in place.
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Physical

Protection of manual workers from health risks associated with the land.

781 To minimise health and safety risks .

Define standards required.

Provide for any necessary training.

Provide for appropriate protective clothing.
Ensure any hazardous material is properly dealt with.
Ensure that all workers have any necessary licences, certificates for use have

been obtained.

Ensure that all relevant regulations are adhered to and understood by all relev

ant parties.

Quarterly

Low

High 3

Responsility: OSL manager

Compieted by:

LCRS (Local Council Risk System)

Date:

Position:

No of Risks 13
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LCRS Step 3 - Risk report for Planring & Development Control - Sevenoaks Town Council

Your Duty = Rights of consultation Assessment year: 2026

Act= Localism Act 2011, s9. Town and Country Planing Act 1990, ss 61E-61Q, s 4B, Planning T Scoring note:
and Compulsory Purchase Act 2004, s 38A Low = 1 Review Likelihood  Impact Your
Risk/ ’ Medlu.m Sl timing & of = action
ID Hazard  /Requirement Control and High = 3 Responsibility  occurrence Council ~ Score required
Environmental Annually Low Low 1
Failure to comply within consultation deadline %;7'\’—6;37)‘071—3_’ility: Plar_{riin_g Clerk
54 To meet consultation timetable. Planning applications are considered at Planning committee meetings fortnight!
y.
During Summer and Christmas recess adequate delegated arrangements are
made to ensure timely consideration and responses are provided.
There is a Chairman, Ward Clir, and Town Clerk delegated arrangement when
necessary.
Responses to planning applications are e-mailed to the Planning Authority the
day after the Council meeting.
Where necessary liaison with the Planning Authority for an extension is made.
Completed by: Date: Position: No of Risks 1 No of risks 1 No of Action 4
. ’ scored: Plans:
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LCRS Step 3 - Risk report for Play Areas

Your Duty = Power to provide

Act= s 19 Local Government(Misc Provisions) Act 1976

Sevenoaks Town Council

Assessment year: 2026

Scoring note:

Fo= ! Review Likelihood  Impact Yaur

Risk / Medium = 2 timing & of on action
ID  Hazard /Requirement Control and High = 3 Responsibility occurrence Council Score required

Administration/Legal Annually Low 2

Inadequate maintenance of records Respo?sility_: OS_L_ménager
324 To maintain a register of complaints/injuries and actio To ensure that proper records of all complaints/injuries are maintained.
n taken. To undertake annual play area inspections and work through recommendations
Financial

Inadequate budget provision

Annually Low 2

iResponsility. Responsible Finance Officer

344 To ensure proper financial provision. Ensure that service requirements are detailed in annual budget process.
Reserves would be used for any emergency unbudgeted expenditure.

LCRS (Local Council Risk System)
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Financial _ _ Annually Low Medium 2
Inadequate insurance cover %spo_nsility} Res,db_nsible Finance Officer _ B
323 To ensure that council has adequate insurance. To include all relevant risks on the Council's insurance policy.
Physical Daily Low Medium 2
Personal Injury ‘Responsility: OSL manager s
322 To ensure play surfaces & equipment are in a safe co  Define responsibility for regular inspection of play areas.
ndition. Define responsibility for and ensure regular inspection of play equipment &pla
y surfaces.
Arrange periodical inspection and report by suitably qualified RoSPA inspector.
All high and medium risks identified in the RoSPA report are actioned and rem
oved. Low risk items are also removed unless the level of expenditure involve
d is considered too high for the level of the risk identified.
Inspection timetable is adhered to for all levels of inspection.
Records kept of all inspections/maintenance.
i j No of Action
Completed by: . N No of Risks 4 No of risks 4
pleted by Date: Position: S -
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LCRS Step 3 - Risk report for Provision of Office Accommodation
Your Duty = Power to provide

Act= s 133 Local Government Act 1972

f Scoring note:
Low=1
Risk / Mecg{n;? =_.'f'3
ID  Hazard /Requirement Control | and High =

Financial
Inadequate budget provision

Sevenoaks Town Council

Assessment year: 2026

Review Likelihood  Impact Your

timing & of on action

Responsibility occurrence Council Score required
Annually Low 2

|kespa7§i/i75/.' Respon_si;de Finance Officer

345 To ensure proper financial provision. Ensure requirements included in annual budget process.
Physical Annually Low High 3
BiE ‘Responsility: Clerk - i
353 To safeguard against fire risk. Staff receive health and safety training.

Strict security/control of combustible materials held by Council.
Fire extinguishers are tested/checked on a regular basis.

Fire alarm tested weekly.

Fire drills held on a regular basis

Separate Risk Assessment for office work and visitors to the office completed b

y the Clerk.
Ensure appropriate regulations/controls in hire documentation.
Undertake and record health & safety inspections.

LCRS (Local Council Risk Systemn)
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Physical As and when Low High 3

Legionella bacteria in water supply . “ -.,‘%sponsility: Clerk/ Facilitmar;ager
399 Risk Assessment required every two years, if applica  Only toilet, handwashing facilities and kitchen sinks are provided in buildings b
ble elonging to the Council. Greater risk from Legionella bacteria could occur in sh

owering facilities.

Legionella inspection and recording process is in place.

Physical Quarterly Low Low 1
Poor Office Conditions ‘Responsility: Clerk
24 All office accommodation to be of a good standard Periodical inspection of office conducted by Clerk.

Report any adverse conditions to Council/committee/landlord as appropriate
Arrange repair/maintenance etc. in accordance with tenancy agreement.
Inspected annually by H&S consultant.
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Monthly Low Medium 2

Physical

Poor/Faulty Office Furniture Responsility: Clerk

To maintain approved standards for office furniture an Arrange periodical inspection of office furniture and fittings.

25
d fittings. Where appropriate submit report to Council/committee for approval to repair/re
place.
Technical Monthly Low Medium 2
Defective Electrical Equipment/Machinery Responsility: Clerk B -
i _
26 Ensure maintenance agreement/contract in place where appropriate.

Allocate responsibility for local repair/maintenance.
Restrict access to qualified personnel only.
Arrange regular inspection to ensure that any statutory obligations are met.

Maintain appropriate records.

v ; No of risks No of Action
Completed by: Date: Position: No of Risks 6 chrsed' 6 o
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LCRS Step 3 - Risk report for Provision of Website/Internet Access

Your Duty = Power to provide ‘free resource’
Act= s 137 Local Government Act 1972
Risk/
iD Hazard /Requirement
Financial

Inadequate budget provision

|

i
|

Scoring note:

Low=1
Medium = 2
and High =3

Contirol

Ensure service requirement is included in annual budgetary process.

Sevenoaks Town Council

Assessment year: 2026

Review Likelihood  Impact Your

timing & of on action

Responsibility ~ occurrence Council ~Score required
Annually Low Low 1

ili’ésbonsility: Responsible Finance Officer

346 To ensure proper financial provision
Technical Weekly Low Medium 2
Failure of Website/Internet Providers iﬁésponsility._'élerk e =T
28 To maintain high standard of service provision. Ensure a backup copy of data is maintained.
Liaise with provider to ensure early reinstatement of service.
Use professional, sector experienced website provider.
STC has Cyber Security Accreditation.
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Completed by: Date: Position: No of Risks 2 No :;‘ grs:;s 2 No O“/‘DC/ZZZ-
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LCRS Step 3 - Risk report for Publi~ buildings and Village hall

Sevenoaks Town Council

Assessment year: 2026

Your Duty = Power to provide buildings for offices and for public meetings and assemblies
Act= Local GovernmentAct 1972 s 133 " Scoring note:
Low =1 Review Likelihood  Impact Your
Risk / Med/L{m =2 timing & of on action
ID Hazard /Requirement Control L Gnadigiies Responsibility  occurrence Council ~ Score required
Administration/Legal Annually Low Medium 2
Absence of service level agreements iRespbnsi/ity: Clerk o= & N
'——— — —_— - —
112 Ensure that all service level agreements are fully completed and operational.
Monitor performance to ensure conditions met.
Review conditions periodically.
Administration/Legal Annually Low Medium 2
Failure to complete user agreements Sheéﬁgr_;giﬁtj/réo—c;}ings Clerk e —}
114 To provide effective control of facility bookings etc. Determine responsibility for dealing with user applications.
Completed agreement to be a pre-requisite of facility hire.
Arrange periodical review of conditions of use etc.
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Administration/Legal

Annually Low Medium 2
Failure to obtain necessary licences.

Responsility: Clerk
b il

113 To meet all statutory requirements for service provisio Determine responsibility for obtaining licences.

n. Maintain adequate records of licence application, renewal etc.
Ensure premises licence is in place.

Administration/Legal

Annually Low Low 1
Inadequate representation on management committee

:Respt_ansility: Clerk

116 To ensure proper council representation. Arrange appointment of Council representatives as set out in management agr
eement.

Arrange periodical report on Council agenda.
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Administration/Legal Quarterly Low Medium 2
Maintenance of diary of events etc IResponsility: Bookings Clerk -
115 To provide effective control of facility bookings etc. Determine responsibility for maintenance of events diary.
Ensure that a completed booking/application lettings agreement is a prerequisit
e to facility hire.
All applications to be cross referenced to account/receipt number and filed.
Environmental Annually Low Medium 2
Noise etc pollution ‘Responsility: Clerk L !
[ . - |
108 To minimize risk/complaint arising from noise pollutio  Where appropriate set conditions in hire documentation.
n at council owned facilities. Carry out regular site inspections.
Maintain record of any complaints received and instigate prompt action where
appropriate.
Liaise with local enforcement agencies.
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Financial Annually Low 2
Failure to collect income. Responsility: Responsible Finance Officer
111 To collect and bank all income due. Determine responsibility for collection of income.
Ensure that all income due to the Council and received is properly recorded.
Ensure receipts are issued for all income received.
Arrange for prompt banking of all income.
Ensure procedures are in place for issue of reminders for unpaid accounts.
Follow defined procedure for reminders.
Ensure Council approval for write-off on any bad debts.
Ensure audit testing procedures are in place.
Financial Annually Low 2
Failure to set/review charges. {Responsility: Responsible Finance Officer
i — - —
110 To ensure annual review of all charges. Ensure that all charges are reviewed annually as an integral part of the budget
ary process.
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Financial Annually Low Medium 2
Inadequate budget provision kesponsility: Res;)bnéiblé Finance Officer o
109 To provide for budgetary review of service. Ensure that service/facility requirements are detailed in Budget process and re
viewed annually.
Physical Quarterly Low High 3
Fire Responsility: Clerk
103 To safeguard against fire risk. Ensure Health/Safety testing complete.
Ensure appropriate staff training.
Ensure a strict 'no smoking' and 'no naked flame' policy operates throughout all
Council buildings.
Provide for strict control of combustible materials held by the Council.
Provide appropriate extinguishers etc.
Fire alarm and emergency lighting system in place.
Ensure appropriate signage in place.
Ensure that a Fire risk assessment is reviewed annually.
Ensure that the appropriate regulations/controls included in hire documentation
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Physical Annually Low Medium 2

Hazardous substances Responsility: Clerk
106 To minimise risk associated with the use of hazardou Define responsibility for use and control.
s substances. Provide for any necessary training.

Provide for appropriate protective clothing.

Ensure that any necessary licences, certificates for use have been obtained.
Ensure that security is sound.

Ensure that COSHH regulations adhered to regarding the storage of cleaning s

ubstances.
Physical Annually Low Medium 2
Maintenance of buildings ) Responsility: Clerk - T
102 To ensure proper maintenance of premises and mini  Define responsibility for maintenance.
mize risk of loss/damage/injury. Carry out regular inspections of all buildings.

Ensure that where appropriate proper contractual arrangements are in place.
Arrange staff training where required.

Detailed records kept of all work scheduled/completed.

That each building is individual risk assessed.

That the risk assessments are reviewed annually.
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Physical
Security of premises and contents

101 To safeguard council assets.

Define policy for security of premises and equipment.
Maintain asset register and photographs of all items of any value together with

a digital back up copy.

Allocate responsibility for security/control of equipment.
All offices/premises are locked outside working hours.
Letting agreements are in place with a condition to secure building on departur

e.

Annually

IResponsility: Clerk

2

Physical
Stock control

107 To minimize the risk of loss.

Define responsibility for stock.
Arrange for regular stock checks.
Reconcile stock to sales/usage.
Investigate significant differences.

Maintain comprehensive stock records.

As and when

Responsility: Clerk

N/A

LCRS (Local Council Risk System)
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Physical Annually Low Medium 2
Theft Responsility: Clerk o a ]
104 To minimize the risk of loss through theft/misappropri  Determine responsibility for security.
ation, Ensure that security of all plant, equipment and premises is recognised as a pri
ority.
Provide for required staff training
Maintain register of assets.
Maintain liaison with local enforcement agencies.
Physical Annually Low Medium 2
Vandalism. \Responsility: Clerk
105 To minimise the risk of loss/damagefinjury arising fro  Maintain efficient and effective security.
m vandalism. Maintain liaison with local enforcement agencies.
Take action as appropriate against offenders.
Completed by: Date: Position: No of Risks 16 No of risks 16 No of Action
| - ) scored: Plans:
LCRS (Local Council Risk System) Sheet 156 02 Jul 2026



LCRS Step 3 - Risk report for Public Conveniences

Your Duty = Power to provide
Act= Public Health Act 1936 s 87

Risk/
iD Hazard  /Requirement

Administration/Legal
Contracts with service providers

99 To ensure proper administrative arrangements.

Control

Ensure that all contracts are signed and sealed.

Scoring note:

Low=1
Medium = 2
and High =3

Monitor performance to ensure that contract conditions/obligations are met.
Where appropriate examine contractor insurance documentation.

Review conditions periodically.

Sevenoaks Town Council

Assessment year: 2026

Review Likelihnood  Impact Your
timing & of on action
Responsibility occurrence Council Score required

Annually Low Medium 2

IResponsility: Clerk

Administration/Legal
Disability & Discrimination Act

100 To meet statutory obligations for service provision.

Ensure that all conditions of the Act as they affect service provision are met.
Allocate responsibility to ensure that standards/ongoing requirements are met.

Carry out periodical review of service.

Annually Low High 3

Responsilty: Clerk

LCRS (Local Council Risk System)
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Environmental Daily Low Medium 2

Pollution Responsility: 68—1__n_7ahag_er_ -

— — _ |

93 To minimize risks arising from pollution. Determine responsibility for control.
Ensure that all equipment is properly maintained and operating correctly.
Ensure that all drains etc. are properly maintained and fully functional.
Carry out appropriate tests and maintain records.
Have arrangements in place as necessary with local contractor.

Environmental Annually Low Medium 2
pandaliso il?espohsility: OSL manager _ ) _
94 To minimise the risk of loss/damage/injury arising fro  Maintain efficient and effective security.
m vandalism. Maintain liaison with local enforcement agencies.

Take action as appropriate against offenders.
Ensure appropriate insurance cover is in place.
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Financial Annually Low Medium 2
Inadequate budget provision 7R_e§ponsility: Eesponsible Finance Officer -
97 To ensure proper financial provision. Ensure that service requirements are included in annual budget process.
Physical Annually Low Medium 2
Hazardous substances control ,Rec:ponsil)'ty.' Clerk
91 To minimize associated risks. Determine responsibility for use and control.
Ensure that staff are adequately trained in the provision of hazardous substanc
es.
Provide for appropriate protective clothing.
Ensure that any necessary licences, certificates for use have been obtained.
Ensure that any hazardous substances are securely held.
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Physical

As and when Low Medium 2
Legionella - Legionnaires disease 'R—esporEfIFy' OSL }r;a;iager T
398 To control Legionella bacteria in the water systems. The public toilet hand wash and any other elements containing water are servi
ced regularly under a maintenance contract.
NB: If there are no showering facilities the risk of Legionella bacteria is very lo
w.
Physical Annually Low 2

Maintenance

90 To ensure proper maintenance of premises and mini
mize risk of loss/damagef/injury.

Define responsibility for maintenance.

Ensure contractual arrangements in place for renewal/repair
Carry out regular inspections of all premises.

Maintain detailed records of all work scheduled/completed.

Respons)'lity: OSL manager
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Physical ) B Annually Low Medium 2
Security Responsility: OSL manager
89 To safeguard council property. Define policy and provide for security of premises and equipment.Allocate resp
onsibility for security/control.
Maintain asset register.
Physical Daily Low Medium 2
Water supply gﬁegponsility: Clerk
92 To maintain adequate water supply and minimise any Define responsibility.
loss/damage arising. Ensure that system is in place to check, report and rectify all faults.
Maintain such arrangements as necessary with local contractor.
mpl : . TR No of Risks 10 No of risks 10 No of Action
Completed by Date: Position: scored: Plans:
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LCRS Step 3 - Risk report for Shelters & Seats Sevenoaks Town Council

Your Duty = Power to provide Assessment year: 2026

Act= s 4 Local Government (Miscellaneous Provisions) Act 1953 [ Scoring note:
Low =1 Review Likelihood  Impact Your
Risk / Medlurm = 2 timing & of on action
ID  Hazard  /Requirement Control andHigh=3 | Responsibility occurrence Council Score required
Administration/Legal Annually Low Low 1
Provision of inadequate standard of seating. ﬁesponsi/i_ty: OSL manag?
372 To minimise risk arising from provision. Determine Council policy for acceptance/provision of seating. Including where
appropriate guidance on nominated/preferred suppliers.
All prospective donors are provided with a copy of the policy.
Carry out inspection of all seating prior to acceptance.
Arrange secure installation.
Environmental Annually Low Medium 2
Vandalism ‘Responsility: OSL manager
L. —
370 To minimise the risk of loss/damage/injury arising fro  Maintain liaison with enforcement agencies.
m vandalism. The Council should instigate legal action against perpetrators where appropriat
To minimise risk arising from anti-social behaviour. e.
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Physical Annually Low High 3
Fire Responsility: Clerk = -
351 To safeguard against fire risk. Ensure Health/Safety testing complete.
Ensure appropriate staff training.
Provide for strict security/control of combustible materials held by Council.
Provide appropriate extinguishers etc.
Ensure appropriate signage in place.
Ensure appropriate regulations/controls adhered to.
Physical Annually Low Medium 2
Injury or damage arising from use. Responsility: OSL manager i : l
- = s L, -1
362 To minimise risk arising from use. Carry out regular inspection of public seating & maintain records.
Have necessary arrangements in place for repait/renewal.
Ensure that appropriate insurance cover is held.
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Technical Annually Low Medium 2
Inadequate maintenance of shelters & seats [Responsility: OSL managér

371 To minimise risk arising. Arrange regular inspection and cleaning.
Arrange repairs and maintenance as per programme or as required.
Have arrangement in place to remove/replace dangerous equipment.
Maintain records of repair and maintenance.
Maintain and update the Assets Register.

Technical Annually Low Medium 2
Provision of inadequate public seating EResponsility.: Clerk '
361

To ensure that standards as determined by council ar Ensure that all applicants wishing to provide public seating are provided with a
e met. copy of the Council policy.

Inspect all seats prior to acceptance to ensure required standards are met.

i j No of Action
Completed by: Date: Position: No of Risks 6 No of risks 6

scored: Plans;

LCRS (Local Council Risk Systern) Sheet 164 02 Jul 2026



LCRS Step 3 - Risk report for Skatenark

Sevenoaks Town Council

Your Duty = Power to provide Assessment year: 2026
Act= s 19 Local Government (Misc Provisions) Act 1976 “Scoring note: |
MLZ‘_"’ =1 ] Review Likelihood  Impact Your
Risk/ ok ‘__ timing & = of on action
iD Hazard /Requirement Control and High = 3 Responsibility occurrence Council Score required
Environmental Monthly Low Medium 2
Inadequate Safety Signage FRe_s.ponsility: OSL_me;aEer . — ]
367 To minimise risk. Ensure that a notice is displayed at the site providing minimum advice:-
Location of nearest telephone and first aid facilities.
Any restrictions of use i.e. equipment and age.
Persons use facility only at their own risk.
Users must wear appropriate protective clothing.
No glass, dogs or alcohol allowed on site.
The maximum number of users at any one time.
Environmental Weekly Low Medium 2
Vandalism ?-Re_sﬁn_ﬁi_ty: OSL manager . SRR SR
I - e 5 N T e
366 To minimise the risk of loss/damagefinjury arising fro  Take reasonable action to maintain security of site.
m vandalism. Arrange for regular site visits.

To minimise risk arising from anti-social behaviour.

Consider use of professional security service where necessary.
Maintain liaison with law enforcement agencies.
Define policy for dealing with offenders.
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Financial Annually Low Medium 2
Legal Liability arising from asset ownership ﬁés_ponsi/ity: Responsil%T:inance Officer
363 To ensure control of risk. Ensure that Council's insurer is aware of facility provision.
Ensure adequate cover is provided in policy.
Carry out annual review.
Physical Monthly Low Medium

General Health & Safety

364 To minimise risks arising.

Determine responsibility for inspection of site.

Provide for any necessary staff training.

Provide for appropriate protective clothing.

Carry out regular inspections on a predetermined basis to clear site of litter & i
y tipping.

Inspect site for, and deal with, any dangerous/foul matter i.e. glass, needles etc

Maintain detailed records of inspections which must be dated and signed.

Responsility: OSL manager

2
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Weekly Low High 3

Physical
Injury to users arising from accident. %‘R———esp_onsﬂility: OSL manager
365 To minimise risk. Determine responsibility for inspection of equipment.
Consider biannual inspection by ROSPA. (as a condition of insurance).
Carry out regular inspection of equipment, surfaces and signage.
Place any damaged equipment out of use until repair or replacement carried o
ut.
Maintain records of all inspections, reported damage and repairs/work ordered
and completed.
Maintain an Accident Book specifically for the purpose of reported accidents.
i ] f Action
Completed by: . SR No of Risks 5 No of risks 5 Noo
p y Date: Position: N Plans:
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LCRS Step 3 - Risk report for Street/Footway Lighting

Sevenoaks Town Council

Assessment year: 2026

Your Duty = Power to light roads and public places
Act= Parish Councils Act 1957 s 3 T Scoring note:
Highways Act 1980, s 301 Low = z Review Likelihood  fmpact Your
Risk / Medium = 2 timing & of on action
ID Hazard / Requirement Control and High = 3 Responsibility occurrence Council Score required
Administration/Legal Annually Low Medium 2
Contracts with service providers sRespo;Jsility: Clerk/RFO =
88 To ensure proper administrative arrangements. Ensure that all contracts are signed and sealed.
Manitor performance to ensure that contract conditions/obligations are met.
Where appropriate examine contractor insurance documentation.
Review conditions periodically.
Administration/Legal Annually Low Low 1
Service level agreements Responsility: Responsible Finance Officer
87 To ensure proper agreements in place. Ensure that all service level agreements are fully completed and operational.
Monitor performance to ensure conditions met.
Review conditions periodically.
Sheet 168 02 Jul 2026

LCRS (Local Council Risk System)



Environmental
Failure to provide lighting

55

Quarterly Low Medium 2

Responsility.;"l.:)ep‘ulz.‘y Clerk

i
i
i
|

Monitor Service Level Agreement with major authority on a regular basis.
Report any faulty lights as soon as possible.
Monitor service performance and enforce agreement conditions.

Environmental
Fly posting

84 To minimize associated risk.

Annually Low Medium 2

r;ﬁz;sponsiiit_)).' Clerk N oy !
Define policy on fly posting.

Maintain liaison with enforcement agencies.
Take action as appropriate against offenders.
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Environmental

Annually Low Medium 2
Vandalism Responsility: Clerk
85 To minimise the risk of loss/damagefinjury arising fro  Maintain efficient and effective security.
m vandalism. Maintain liaison with local enforcement agencies.
Take action as appropriate against offenders.
Financial Annually Low 2

Inadequate budget provision

86 To provide for annual review of service requirements. Ensure that service/facility requirements are detailed in budget process.

Reéponsil)’ty: Respon:s_iblé Finance Officer
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Physical ; Annually Low Medium 2
i ST E :Respansility: Deputy Clerk = _i

82 Define responsibility for maintenance.
Ensure contractual arrangements in place for renewal/repair.
Carry out regular inspections of all equipment.
Maintain detailed records of all work scheduled/completed.

Physical Annually Low Medium 2
Security of inspection plates etc. ‘Réspon'sW:IDeputy Clerk ]
83 To maintain service standards. Arrange for regular inspection of equipment.

Ensure contractual arrangements in place for renewal/repair.

No of Risks 8 No of risks 8 No of Action
scored: Plans:

Completed by: Date: Position:

LCRS (Local Council Risk System) Sheet 171 02 Jul 2026



LCRS Step 3 - Risk report for Town and Country Planning Sevenoaks Town Council

Your Duty = Right to be notified of planning applications Assessment year: 2026
Act= Town and Country Planning Act 1990 s 1 (p8) Scoring note:
Low=1 Review Likelihood  Impact Your
Risk / Medium = 2 timing & of on action
Control and High = 3 Responsibility  occurrence Council  Score required

D  Hazard / Requirement

Administration/Legal
Failure to meet consultation deadlines.

62 To meet consultation timetable.

Administration/Legal
Maintenance of register/records

61

Annually Low Medium 2

'Responsility: Planning Clerk

Planning applications are considered monthly at full Council meetings.
Delegated arrangements are made during the Summer and Christmas recess.
Where necessary liaise with the Planning Authority for possible extension.
Council responses to planning applications are submitted to the Planning Auth
ority the day after the meeting.

Annually Low Medium 2
iResponsility: Planning Clerk

Determine responsibility for maintenance of register.

All planning applications are e-mailed/mailed directly to the Council,

The planning applications form part of the Council minutes, so all decisions/co
mments are recorded within the Council minutes.
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Annually Low Medium 2

Physical ! _
Security of records Responsility: Planring Clerk i
60 To safeguard planning records. Planning records are held by the Planning Authority.
Details of decisions taken by the Council are held with the minutes electronicall
y as well as paper copies.
Completed by: Date: Position: No of Risks 3 No of risks 3 No of Action
. ) scored: Plans:
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LCRS Step 3 - Risk report for Village Signs

Your Duty =
Act= s 3 Parish Council Act 1970

Risk /

ID Hazard /Requirement

Administration/Legal
Failure to obtain necessary approval.

356

Power to erect (with Highway Authority approval)

Control

Sevenoaks Town Council

Assessment year: 2026

' ?c?)ring note:
som = | Review Likelihood  Impact Your
Medium = 2 timing & of on action
and High = 3 Responsibility occurrence Council  Score required

Determine responsibility for administration.

As and when Low 2

Responsi/ity: Clerk

Ensure that appropriate applications are submitted to Highway Authority.

Physical
Inadequate maintenance.

357

Determine responsibility for maintenance.
Arrange periodic inspection.
Arrange for repairs/maintenance as required.

Quarterly Low 2
{Responsility: OSL manager
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Monthly Low Medium 2

Physical

Vandalism ' éResponsility.' OSL manager B .|

58 To minimise the risk of loss/damage/finjury arising fro ~ Carry out reguiar inspection of signs.
m vandalism. Maintain liaison with local enforcement agencies.
Take action as appropriate against offenders.
i i No of Action

C m Ieted b . . o A No of Risks 3 No of risks 3

omp y Date: Position: he Plans-
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LCRS Step 3 - Risk report for War memorials Sevenoaks Town Council

Your Duty = Power to maintain, repair, protect and alter war memorials

Assessment year: 2026

Act= War Memorials (Local Authorities’ Powers) Act 1923,s 1, 133 [ Scoring note: |
as extended by Local Government Act 1948, s 133 Low=1 Review Likelihood  mpact Your
Risk / Medi“"" =_2 timing & o of on action
ID Hazard /Requirement Control and High = 3 Responsibility  occurrence Council ~ Score required
Physical Annually Low 2
Inadequate budget provision _Ii’(gaon_silﬁy: 0OSL r_nan;gér ——= =
313 To ensure annual service review. Review service provision within annual budget process.
Earmarked reserve fund is held for any unscheduled works that are required.
Physical Annually Low 2
Inadequate maintenance. 'Responsi/ity: OSL manager
359 To maintain war memorial and the surrounding areat Define responsibility for maintenance.
0 an acceptable standard War memorial is inspected on a regular basis with any works identified being u
ndertaken by a professional contractor.
Maintain detailed records of all work scheduled/completed.
Annual maintenance carried out prior to Remembrance Sunday.
Sheet 176 02 Jul 2026

LCRS (Local Council Risk System) Ver: FM.15_012019 © Copyright DMH Solutions Year 2019. All rights reserved.



Physical As and when Low Medium 2

Vandalism ! ' 'Responsility: OSL manager
57 To minimise the risk of loss/damage/injury arising fro  Members of the public are encouraged to report any issues.
m vandalism. Maintain liaison with local police.

The Council will instigate legal action against perpetrators where appropriate.
Ensure that the relevant insurance is held.

" - 3 No of risks No of Action
Completed by: Date: Position: No of Risks 3 SCO; d, ¢ i
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LCRS Step 3 - Risk report for Web Sites Sevenoaks Town Council

Your Duty = Power for councils to have their own websites Assessment year: 2026
Act= Local Government Act 1972, s 142 [ Scoring note:
S Review Likelihood  Impact Your
Risk / Med/u.m =2 timing & of on action
ID Hazard /Requirement Control L and High = 3 Responsibility occurrence Council Score required
Administration/Legal As and when Low 2
Availability of Software tools to build and manage site Eesponsi_/ity: Clerk = o
374 To ensure that the council has full control of website.  Ensure that the Council controls ownership of the necessary software including

website editor, FTP (File Transfer Tool), anti virus software, image manageme
nt software and a word processor.

Administration/Legal Annually Low 2

Compromise of copyright by inclusion of website links or frames. IResponsility: Clerk = ———

386 To minimise risk. If website contains links to other sites ensure permission of destination website

is prerequisite.
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Administration/Legal Annually Low Medium 2

Confusion arising from links to external websites Responsility: Community Engagement Manager

387 To minimise risk. Ensure that adequate control is in place and that website makes clear Council
privacy policy that it is not responsible for the privacy practices or the content o
f external websites.

Administration/Legal Low Medium 2
Content Responsility: Conﬁlrﬁy Engage"r;ént Manager TRl
321 To maintain effective administration. Ensure that all content is specifically approved by Council.
Lead Councillor has been appointed to oversee the Council's communication p
olicy. Councillors are regularly asked for feedback on Council website.
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Administration/Legal

Annually Low Medium 2
Dependence upon an individual

IResponsility_: Clerk

376 To ensure that the site activity is not restricted to one  Ensure that a minimum of two people have the necessary ability to undertake a
person. Il website activity and are up to date with current site status.
Provide training where necessary to minimise risk.

Administration/Legal Low Low 1

Insurance \Responsility: Responsible Finance Officer
I ———e

373 To protect council. Ensure that appropriate insurance cover is held by Council.
STC has Cyber Security Accreditation
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Administration/Legal Quarterly Low Medium 2

Lack of motivation for continued management of website. '- 'Responsility: Community Engagement Manager

383 To minimise risk. Recognise risks associated with poor site maintenance and development - lack
of users - lack of feed back - user dissatisfaction - waste of resources.
Ensure that proper recognition is given to site manager.
Arrange for regular review of site content and development.
Lead Councillor has been appointed to oversee the Council's communication p
olicy. Councillors are regularly asked for feedback on the Council website.

Administration/Legal Annually Low Medium 2
Lack of visibility of visitor numbers. fR_e:p(_Jnsility: Community Engagement Manager_ il
385 To maintain adequate statistics. Ensure that a website statistics package is available on site.

Ensure that website statistics are available to Council and are regularly reporte
d to the appropriate Council/committee meeting.
Ensure that examination of detail is an integral part of the process.
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Administration/Legal

Monthly Low Medium 2
Loss of Data/ Inability to access backup

Responsility: Clerk

377 To avoid risk arising from loss of data. Vision ICT run a 30 day rolling back up.

Where website is subject to outside management carry out monthly review and
ensure that the Service Level Agreement is in place and adhered to.

Administration/Legal

Annually Low Medium 2
Non compliance with Freedom of Information Act i

ERe_.S;)o})éiiity: Clerk

381 To minimise risk. Ensure that legal requirements are met in full.
Ensure that ALL information, as declared in the Council Model publication, is a
vailable via the Clerk to the Council and alternatively via the website.
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Administration/Legal _ . As and when

Low

High

3

Non conformance with the Data Protection Act

:_Responsﬁity: Community Engagement Manager

382 To minimise risk. Where posting information to website, or storing personal information, ensure t
hat permission is in place and the eight principles of data protection have been
followed. The data must be; fairly and lawfully processed; processed for limite
d purposes; adequate, relevant and not excessive; accurate; not kept longer th
an necessary; processed in accordance with the data subject's rights; secure;
and not transferred to countries without adequate protection.

Administration/Legal Annually Low Medium 2
Ownership and Control of Universal Resource Locator (URL) i_Respons}litj'Elerk - e
e
316 To ensure that council has full control of website. Ensure that the Council is listed as registrant of website when web address is
purchased and registered.
Ensure that hosting charges and domain renewal charges are met by Council.
Ensure that Council has full details of web address, account name, username
and password to manage the web address.
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Administration/Legal Annually N/A 0
Risk arising from paid advertising Responsility:
389 To minimise risk. Determine Council policy for accepting paid advertising. Ensure that all adverti
sements comply with the Advertising Standards.
Formulate Terms & Conditions for advertisers, including refund policy should a
dvert be withdrawn from display. Ensure that provision is included to deal with
advertising proving unreliable or offensive including capability for rapid removal
from website.
Annually Low Medium 2

Administration/Legal
Risk arising from use of unlicensed software

375 To ensure that the council is protected from charges
of condoning use of unlicensed software.

Ii:‘i’esponsilh‘y: CommunitI/ Eng}age}ﬁent Man;ger

The Council must ensure that only properly licensed software is used and must
maintain records of all software used to build and manage the site.

This is particularly important where the site is built or managed on behalf of the
Council.
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Administration/Legal
The placing of information on site that may put people at risk.

388 To minimise risk. Ensure that all involved are aware of the risks involved when publishing inform
ation regarding individuals or groups of individuals. Formulate and implement a
policy that follows best practice guidelines to protect those involved.
Only designated personnel are able to upload information on website.

Annually Low Medium

Responsility: Clerk

Technical
Failure to meet needs/expectations of visitors to site.

380 To minimise risk. Employ only suitably skilled persons to design develop site.
Maintain a record of all views, comments, complaints received.
Carry out a regular review of the website, with third parties where appropriate a
nd initiate agreed changes/improvements where necessary.
Maintain dialogue with site visitors where appropriate.

Annually Low Medium

’E}R’esponﬁty_: Community Engagement Man.

2

ager - —J
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Technical Annually Low Medium 2
Inadequate control of website Responsﬁit}: Clerk
378 To minimise risk arising from third party input. Ensure in all circumstances where third party is involved in design and control
of website that a written formal agreement is in place that details financial and
other responsibilities between the Council and third party(s).
Issue a set of written guidelines controlling site content.
Ensure that a Service Level Agreement with the website provider is in place.
Technical Quarterly Low Medium 2
Lack of visibility of website to search engines 'R;e?pons_ill?y: Clerk =
384 To minimise risk and maximise visitor numbers. Ensure that the site is registered with leading search engines (Rapid registratio
n is available at a cost).
Update and change the front page of the site (and other pages) regularly to en
sure that the search engine Spider/Google regularly visits the site and is updat
ed as required.
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As and when Low Medium 2

Technical

Risk arising from poor design / appearance of website i Responsility: Clerk

Ensure that design is undertaken by suitably qualified and experienced operato

379 To minimise risk arising from poor design.
rs.
Get details of and view previously developed sites.
Set standards for site design and ensure that Council is provided with full detalil
s prior to implementation.
i . No of Action
Completed by: . i No of Risks 19 No of risks 19
p y Date: Position: oo Plans:
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